








































































































































































































restaurant where informers can come and go without being recog-
nized or drawing attention. Insurance agencies, travel bureaus, etc.,
are very suitable as meeting places since in the constant stream of
people, informers will not draw undue attention to themselves.
Locate and observe these meeting places.
Attempt to identify informers and thereby neutralize them.
Insure that their identity is made known to the population
through the use of wall posters, handbills and rumors.

13. How to Meet the Danger of Being Overheard.

Modern construction methods with its minimal wall thicknesses
generally increases the chances of listening in. Prior to a conversa-
tion, close doors and windows.

Do not speak in those rooms of your home which adjoin a
neighboring apartment or the stairwell. You thus prevent involuntary
“overhearing” of your conversation but also a deliberate “listening”
by your neighbor.

If you have roomers or if you possess only one room turn on
the radio. Its noise will drown out your conversation and prevents
being overheard.

If you fear that your home is bugged by the State Security
Service, turn on the radio prior to secret discussions. Select a station
approved by the enemy and turn it up to full volume. Any micro-
phones will thus only pick up the noise of the radio.

Apart from that, do not fear the danger of bugging too much.
Microphones are seldom used for obvious reasons.

14. Behavior During Interrogation

If several officials of the State Security Service knock you down
in the interrogation cellar, do not remain in their midst. This way
they can all hit you at the same time. Attempt to reach a corner of
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the room. Thus only two or three men can strike you at the same
time. The rest would only hinder each other.

Do not attempt to remain upright as long as possible. Play the
role of the “dead” or “seriously injured.” Fall down on the floor
and roll over onlo your stomach. Your sensitive organs are thus
in the center of a protective rib or bone cage. Kicking and clubbing
will cause less damage. In addition pull in your chin and attempt
to protect your kidneys by pressing your elbows against your body.

Always answer in a vague and indeterminate manner. The basic
rule to follow during an interrogation is: “To say as little as possi-
ble.” Keep in mind that the police cannot read your thoughts. They
will blind you with glaring lights while the interrogation officials sit
in the dark.

Deny and refute everything, even when the accusations can be
proved. At least you will make propaganda this way.

Avoid mentioning names. Since you are considered a “state
enemy,” everyone whom you know will also be suspected a potential
enemy.

Hollering, threats and mistreatment are among the methods used
by the State Security Service. You must realize this.

Do not be deceived by “friendship™ of the State Security Serv-
ice. This is only a technique used to throw you off your guard. The
interrogating officials will show their true face soon enough.

You can expect the following: solitary confinement; confine-
ment in dark cell; and confinement in “small cells,” called “upright
coffins,” which prevent you from sitting or lying down.

You will be prevented from going to sleep by guards who will
arouse you each time you begin to fall asleep.

You can expect general mistreatment, such as beatings, removal
of teeth, extraction of finger and toe nails, being dabbed with a
lighted cigarette, etc.

They will attempt to demoralize you with horrible news, hunger,
cold or thirst,

15. Behavior in Forced Labor Camp (Concentration Camp)

A. Organization

By order of the camp administration, a “barracks senior” often
has to be selected for each barracks; sometimes a “camp senior™ has
to be designated also. Where this is not the case you must do this
on your own since by building an organization among the prisoners
you can improve the living conditions considerably.
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The net thus installed by the camp administration for technical
reasons (contact with inmates) has to be used by you for your own
purposes and even secretly improved.

You must distinguish between:

Camp net (comprises the entire camp) and

Barracks net (comprises the various barracks)

In camps with less control you are able to build both nets,
whereas in camps run with strict discipline you can only institute
the barracks net.

In the barracks net the chief is the “barracks senior.” His aids
are the confidants of the barracks inmates.

In the camp net the chief is the “camp senior.” His aids are the
barracks seniors.

The barracks or camp seniors are responsible for contact between
the masses of inmates and the camp administration (accept orders;
submit requests; i.e., obtain permission to write letters, receive
mail, visits, permission to smoke, etc.; submission of protests and
complaints pertaining to treatment, food supply, billets, heating,
hygiene, etc.)

Assign as many missions as possible in the secretly organized
net. By virtue of the fact that one has an office (mission) and must
help others, his own problems will recede into the background. The
more people assigned a mission in a barracks, the greater the possi-
bility of maintaining the will to resist for long periods.

B. General

Take care of new arrivals. They are naturally more demoralized.
Instruct new arrivals about the general camp conditions and appro-
priate behavior by a specially selected individual. If they are left
alone their will to resist threatens to collapse. Then the enemy has
reached "his goal. As old inmates you have to take preventive
measures.

You can maintain the will to resist and morale by a variety
of methods:

Build the above mentioned organizations among inmates, in
order to strengthen the feeling of solidarity and to improve living
conditions.

Spread true news about the world situation so as to foster the
belief in the victory of the good cause. Organize singing and dis-
cussion groups.

Establish “package groups” in which each member will put his
package at the disposition of the group. Even the most lonely persons
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will thus share in tobacco products and additional food items and
perhaps items of clothing.

Trusted individuals will inform the inmates about the general
political and military situation (some information will always filter
through) ; issue instructions on behavior for the immediate future;
issue directives on what will be discussed the following day with
the guards during work (political conversion).

Together with the political inmates a certain number of common
criminals will be imprisoned at the same time; they are to disturb
the solidarity of the camp. You have to spot them soon and subdue
them. They are very often informers.

C. Details concerning camp or barracks net

Organization of medical care:

In many cases, the sick or injured are not admitted to the sick
bay or are returned to work too soon because of maliciousness or lack
of space. Without care given by comrades, the will to live to instinct
for self-preservation will be quickly snuffed out and they quickly dic.

Organize a barracks aid service. You will, of course, lack medi-
cine, first aid material and instruments. But this is not so important.
The whole thing is rather a psychological problem. If the sick or
injured feels that his society is taking care of him, he will muster
inner strength.

Possible ways of helpiag the sick when lacking first aid material
include:

In summertime, give him the coolest place; in wintertime the
warmest spot in the barracks.

Quench his thirst; if possible, give him additional food items
which the strongest have saved.

Give him something to smoke,

Cool him off with wet cloths or give him additional blankets
obtained from those in better physical condition.

Assign him the lightest duties if sick individuals have to work.

Take care of him generally.

In each barracks system is a former doctor, pharmacist, student
of medicine, first aid man, or some other suitable individual who
can assume the role of a “nurse.”

Organization of Ministry:

Each will reach a point of low morale when the last hope for
life seems to disappear completely and a person is no longer able
to believe in the future. To cope with this problem, the prison com:-
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munity has to step in through the organization of a ministry service.
For this purpose use doctors, priests, lay priests, salvation army
members, elc.

You will not lack qualified personnel outlined above for they are
always subjected to special hate campaigns by the regime and are
the first ones to be thrown into prison.

Camp guard
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D. Relationship to camp guards

Guards will always consist of two types, sadists and the decent
ones who only go along with everything because they are forced to
do so but condemn any excessive acts; yet they must remain silent.
You must take advantage of this situation.

Tactics: Drive a moral wedge in between the two types of the
camp guards. Method: Find out who is decent. Talk with the guards
(primarily during work).

It is hammered into the guards that the inmates are the scum
of humanity. By exemplary fellowship you must demonstrate and
prove to the guards that you are very decent people. Once this has
succeeded you have won the first round and, at the same time, you
will have pricked the belief of the guards in the infallibility of the
regime,

Never talk to a group of guards. Groups are always more agres-
sive and meaner than individuals, In a group, the individual is first
a “member of an organization” and then only a “human being.” As
an individual, however, he is primarily a “human being” and secon-
darily a “member of the organization.”” As a result, always approach
individuals.

E. Passive resistance

Passive resistance and actions of protests are, of course, very
difficult to implement. Nevertheless, even here there are several
possibilities. Below is an example:

If an inmate has been killed during an interrogation, “shot while
escaping” or has baen officially executed, sing in the next few days
“I had a comrade™ often and demonstratively. The meaning of the
song will even be understood by a guard speaking a foreign language,

16. Passive Resistance

General behavior

There are many types of passive resistance that can be utilized
by housewives, children and the unemployed.

If members of the occupation troops or collaborators enter a
streetear, a bus or a restaurant, discontinue all, even the most harm-
less, conversation and let cold silence take over. If you are talked
to directly, answer coolly and as curtly as possible. Also pretend you
have a date or urgent business to take care of in order to cut short
the conversation and leave.
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mever tewrn e greetings ol the enemy but disregard him on
purpose. When he wants to hold open the door or wants to help you
get in or out of a vehicle, do not accept.

Do not take a place in the same train compartment as the enemy,
but rather stand in the aisle. If necessary, change cars.

If only a few pedestrians are on the street, leave the sidewalk
and go to the opposite side when a member of the occupation forces
approaches. You can even enter a stairwell of a house for a minute.
This technique is, of course, only practical when not too many
people are on the street and your behavior will be noticed.

If the enemy is waiting at a train station, streetcar station, in
front of a movie or at the theater, step back so that a large cirele
will form in midst of the waiting crowd; this will make him realize
the moral isolation to which he is subjected.

Women and daughters: When you are asked to dance by
members of the occupation forces or by their collaborators, refuse
under pretext of being tired, having no desire to dance, or being ill.

In all those places where you have collective electric meters—
not your private meter—burn as many lamps as possible at all times
(for instance, stairwell, and cellars). By your increasing the power
consumption a shortage will occur thus causing bottlenecks in
industry and transportation. Since you cannot let the lights burn at
night because of the strict black-out without causing attraction, do
this during daytime. This has the addilional advantage that it will
coincide with the peak hours of consumption by industry which is
especially effective,

Behavior during quarters requisitioning

It is very unlikely that the enemy will billet individual military
personnel with the population. For obvious reasons he will keep them
together where they can be easily controlled and protected.

If, however, contrary to all expectations, the enemy billets
personnel with the population or you have to accept a collaborator,
proceed as follows:

a. If he only has one room in your home, disturb his sleep by
playing the radio as loudly as possible. If the radio has been requisi-
tioned, have the children make an infernal racket,

Call him to the telephone at any odd hour of the night. The
phone will then have been either hung up or he will have to listen
to some derogatory remark. Mobilize all of your acquaintances for
these calls.

b. When he has his own place, ring his bell anytime during the
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it will stick in the bell and thus ring continuously. It is very un-
pleasant to be awakened up out of deep sleep and have to run down-
stairs from the fourth floor in order to remove the disturbance.

Always throw pieces of paper containing threats and reproaches
into his mailbox.

Call him at any time of the day or night. Criticize him on the
telephone and attempt to influence him politically. He will have to
accept the calls whether he wants to or not since he never knows if
it is a call from his office or headquarters. To hear night after night
that one “will be picked up” and that “one will receive the bill for
payment” will tear even the strongest nerves of a traitor.

c¢. How 1o make his life more difficult in still other ways:

A mailman should damage his mail on purpose (letters, news-
papers get wet or wadded up and partially torn; let packages fall
into the mud).

Laundry personnel should not wash his clothes clean or iron
them nicely. Pour bleach into the wash water so that clothes will
suffer unduly. If you don’t have these means, leave his clothes in
the washing machine three or four times as long as required.

If you are unfortunate enough to be a forced laborer in one
of his laundries, you can harass the enemy most by excessive use
of soap and soap powder. They are items always short in supply,
thus rationed. Insufficient rinsing will soon lead to chemical damages.
Ironing with a very hot iron will affect linen adversely. But watch
out! Too much heat will brown the material and thus betray your
intentions. Here, the same as any other place, the main problem is
that one can “blunder” only to the extent that merchandise or a
piece of work will just slip by in case of a check.

Doctors, pharmacists, druggists, nurses, etc.

The above will treat and supply medicine to people who have
joined the underground.

Always give the appearance of using more medicine and medical
supplies than is really needed. Put aside the “surplus” and have it
transported secretly to the guerrilla units via the resistance move-
ment.

Warehousemen (food warehouses, fuel depots, etc.)

Distribute goods located in the central depots. Prior to arrival
of occupation troops, distribute food and fuel to the civilian popula-
tion. Otherwise the enemy will seize the depots and use them for his
troops and/or industry. -



The individual housewife will be able to easily hide the small
portion given her.

Administration offictals

Perform each job in as complicated and time-consuming manner
as possible. Increase the use of office materials. Misplace, hide or
destroy personnel records.

Frequently interrupt telephone conversations with members of
the occupation force by hanging up on them. Only call back after
five or ten minutes and excuse yourself profusely, explaining that
you had been cut off.

Word directives and orders ambiguously. Cause controversy
over the competence of employees.

Personnel officials

Cause personnel lists to disappear. By doing this you will make
it difficult for the enemy to make up lists of persons to be used for
forced labor and deported, or to ascertain degrees of relationship
during the arrest of clans and arrest of hostages. Execution or de-
portation of family members, relatives or acquaintances in place of
fugitive assailants or saboteurs).

Town offictals

Town officials can steal blank identification cards. ID cards
manufactured and issued by the enemy cannot be stolen by the
thousands during an opportune moment. Otherwise you will run the
risk that the occupation power will void the entire issue; thus your
efforts and risks taken may have been in vain. Police officials and
town administrations must, therefore, put aside continuously small
quantities (three to four pieces at one time) so that the loss will be
unnoticed. By means of a liaison man they are then passed on to the
resistance movement which, in turn, will pass them on to the counter-
feit section for “processing.”

Passports, personal 1D cards of any type, identification papers,
etc., of deceased persons may under no circumstances be returned to
the issuing office even if this is required by regulation. If necessary,
make up excuses. For instance, you did not see one or the deceased
has never mentioned the existence of such a document. The enemy
will be unable to check on these statements; the dead are silent for
cver.

Pass all these documents on to the resistance movement which
can use them as a basis for new documents (change of names, dates,
stamps, photos and description by the counterfeit section),
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The need for counterfeit documents is enormous to provide
“cover” for those who have gone “underground.”

Uniformed Railroad Officials

Give one of your uniforms to the resistance movement. It will
allow them to conduct railroad sabotage more inconspicuously if
disguised as railroad employees (easier approach of targets, better
chances to reconnoitre) . Label freight cars incorrectly. Direct freight
cars to the wrong destinations. Load and unload cars slowly. “For-
get” where cars are located.

Uniformed postal, telegraph and telephone officials (for instance,
mailmen).

Give one of your uniforms to the resistance movement. Disguised
as mailmen, they will be able to place underground newspapers,
leaflets, etc, in the mailboxes of clients without causing suspicion.

In addition, people disguised in uniform are better able to
approach telephone switchboards, ete., to commit sabotage.

Postal employees

Postal employees can “lose” official mail, forward official mail
to wrong addresses or intentionally delay or re-address official mail.

Bank employee

Bank employees can spread the rumor that a currency reform
is imminent. The ensuing wave of purchases and accompanying
disturbances of all types will be of great nuisance to the enemy.

Telephone operator at switch boards

Do not take calls from offices of the occupation troops. Make
bad connections so that they can only be established with effort which
will cause general annoyance. Disrupt connections in the middle of

conversations. If necessary you can always make up some sort of
excuse (“technical defect”).

Police officials (Search personnel and uniformed policemen)

General:

The enemy will attempt to take over in its entirety the existing
local police organizations and use them for his purposes. Primarily,
the local police will: regulate traffic the same as before; fight against
crime (common criminals, not political “criminals”); continue the
administration of penal installations containing criminals.

Independent from the local police forces, the occupation power

131



will mnstitute 1ts own police apparatus for the political seclor by organ-
izing the State Security Service and an informer net.

The enemy will establish prisons and concentration camps for
political prisoners (“State enemy,” “Terrorists,” “Peoples’ Enemies,”
“unteachable grumblers,” as they are so beautifully described in
his terminology).

However, the enemy higher police headquarters will always use
the local police for certain missions and support—depending upon his
estimate of the degree of reliability of the local police force. This will
happen especially in the criminalistic field since the State Security
Service will possess only limited capabilities and is composed more of
sadists than of criminologists.

During this forced and repetitious cooperation of our former
security and criminal investigation police force with those of the
enemy a series of possibilities exist for sabotage.

Possibilities for sabotage:

a. For uniformed policemen

As a member of a selected corps, knowing weapons and well
trained physically, you should belong to a guerrilla detachment where
you can render good services. If for special reasons you have not
been able to join one of these detachments, act as follows:

(1) Warn persons you are o arrest or of whose imminent arrest

you have knowledge.

(2) Give one of your uniforms to the resistance movement.
Phony policemen, disguised in uniforms, can obtain en-
trance to a prison, for instance, and get our arrested re-
sistance fighters “legally”

(3) During fire fights with saboteurs or fugitive political pris-
oners, your weapon will jam or you will be unable to hit
anyone. You can claim that you always have been a poor
shot.

You also can quickly run out of ammunition. Hide the majority

of ammunition you are carrying with you.

At an opportune moment during fire fights, fire in the backs
of the enemy police or military elements with whom you have to
cooperate. Afterwards, the enemy will hardly find out by whose
bullets his personnel were killed. With his well known ruthlessness,
it is unlikely that his own people will be that valuable to him.

During an engagement, fire upon your own parked vehicles—
squad, prison, and radio cars. For it is impossible to prove that it
was your own bullets and not those of the enemy.
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Sabotage, lor instance, cordons by pretending not to pay atten-
tion which will allow the break-out of encircled resistance fighters.

Collect ammunition at any opportune moment so that you will
have a large private cache when you join a guerrilla detachment.

Possibilities:

When on patrol open fire upon imagined saboteurs. But only
fire two to three rounds to cause the weapon to become dirty; after-
ward you will clean it at the police station while complaining. Retain
five or six rounds as “expended” and hide them. Your patrol partner
can vouch for the fire fight. In addition, shots were heard.

During larger engagements in which you participate, expend
almost no ammunition at all and retain it and hand grenades. Also
attempt to hide weapons.

In cooperation with doctors have them issue false certificates
of accidents so that injured resistance fighters can be legally ad-
mitted to a hospital and treated disguised as “victims of traffic.”

b, Drivers of police vehicles

As driver of a police vehicle you will make your vehicle tem-
porarily available to the resistance movement. A police car is an
ideal vehicle to transport weapons, ammunition, explosives, leaffets,
underground newspapers, radios, etc. There is no better cover than
a police vehicle.

Persons in danger who cannot expose themselves in public any
more can be inconspicuously transported to safety and are relatively
sufe by posing as prisoners.

There will be many times when you are alone in the vehicle
and, consequently, will be able to use it to aid the resistance move-
ment. Your efforts will be facilitated if your colleagues and superiors
ignore your activities,

If you have to drive your squad car with a single detachment
into operation against the underground, sabotage the operation by
a variety of means. Pretend to have difficulty in starting the engine.
Take a circuitous route to the objective or get lost. You may claim
that the blackout confused you. Have a minor accident by running
into a light pole or a telephone pole, or fire hydrant. The blackout
can serve again as an excuse.

c. Prison warden

Allow political prisoners to escape whenever this can be done
without attracting attention,

If you notice that people possessing false passes, 1D cards
and orders, want to pick up political prisoners, look the other way.

At a later period, you may deem it necessary to join a guerrilla
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aetachment or to go completely “underground” with the resistance
movement in order to avoid being arrested. Before leaving, allow the
political prisoners to escape.

Make a wax impression of the keys. But do not take the keys
along otherwise the enemy will change the locks. The resistance move-
ment will be grateful for the wax impressions. Take along as many
weapons, ammunition and uniforms as you possibly can.

d. Police radio operator

Inform the resistance movement of everything of interest to
them which you may have been able to monitor.

If, at some given point, you have to go “underground,” attempt
to take equipment along. If necessary, help stage a raid by members
of the resistance movement who will be disguised as policemen. The
real officials who will only pretend to resist,

e. Criminal investigation personnel

Remove incriminating evidence from the scene of acts of sabo-
tage or assassination attempts.

Mislead elements of the enemy State Security Service. For in-
stance, blame the incident on a traitor who will then be neutralized.
Misplace, steal and destroy any evidence. Warn persons who become
suspects,

Priests

Destroy or hide all lists of religious groups and associations in
your possession; otherwise they will be used by the enemy to draw
up lists of individuals to be held as hostages and to be deported.

If activities such as church services, baptism rites, communion,
confirmation, etc., are prohibited by the new dictators—which will
happen for certain sooner or later—take up a “fictitious profession.”
The most desirable cover would be one which would allow you te
travel a great deal such as an errand boy, a meter reader for gas
and electric companies, fund raiser for any organization, an insurnce
agent, ete.

You will thus be able to continue your ministry “under cover”
simply by visiting the people individually instead of having them
come to your church. They will also feed you and support your
family so that you will be able to select the “fictitious profession™
based on above rules without having to take into consideration the
salary.

Kindergarten nurses, teachers
Without doubt you will have the most difficult task. On one
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hand instruction material such as new school books and schedules
are strictly regulated and supervised by the occupying powers, and
on the other hand you are in a key position in which you should
sabotage enemy efforts more than anyone else. This is a fight for
the mind of the youth. I can give you little advice at this time.

Enemy efforts will concentrate primarily in the following areas:

(1) Children will be instructed to report any unfriendly re-
marks made about the regime. The final goal is to have an informer
(the child) in each family so that parents and sisters and brothers
will be watched. Possible counter-measures: Emphasize and cultivate
the family’s feeling of loyalty to one another.

(2) Attempts will be made to misrepresent and change history.

(3) Efforts will be made to degrade and neutralize all former
democratic institutions and principles.

(4) The enemy will supplant instruction in citizenship with his
own ideology and party doctrine.

(5) All instruction such as reading, writing, arithmetie, history,
geography, ete., will be systematically saturated with politics. The
first words which the young student will spell or write will be party
slogans of the enemy.

(6) Such words as peace, freedom, democracy will be so twisted
and distorted that the younger generation will no longer know what
they really mean.

(7) The occupation power will force students to learn its lan-
guage. -

(8) Religion will be ridiculed. Attempts will be made to dis-
prove religious beliefs by dishonest presentation of scientific fact.

(9) A personality cult will be developed and nurtured.

Counter such measures by cultivating the ability to judge criti-
cally and emphasizing human values, such as loyalty, friendship,
readiness to help.

I am fully aware that 1 did not offer many concrete solutions.
However, with mere general phrases you are not offered any help.
As mentioned above, this is the most difficult and almost the most
important problem. It therefore stands to reason that you should
think about these questions thoroughly and discuss them with col-
leagues. Perhaps you will find the solutions which I am unabl.e to
offer here. A group often finds a solution more easily than an indi-
vidual.
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Engineers and technicians in industrial plants

Make mistakes during construction. Institute changes at the onset
of mass production. Mismanage the supply of spare parts.

Employees in plants and shops

Work slowly. Turn out poor quality goods and produce many
rejects. Take a break often. Treat machinery, installations and engines
carelessly. Cause excessive waste. Use excessive quantities of water,
power, fuel and grease. Take excessive sick leave.

Engineers, architects, and builders

Make excessively high estimates of materials needed which are
in short supply such as cement, reinforcing rods, ete. Charge the
highest prices possible. Extend construction periods as long as possi-
ble. Cooperate with your colleagues in this effort.

Construction workers

If you have to build fortifications, obstacles, billets, roads, etc.,
for the enemy, you will be able to mix in considerably more cement
than necessary for the requirement can be calculated exactly. Cement
is always in short supply and a systematic great increase in consump-
tion would inevitably lead to shortages for the enemy. On the other
hand, you can reduce the quality of the product by adding too little
cement,

When putting insufficient quantities of cement into the concrete
to weaken the structure, throw the remaining cement away in order
to give the appearance of having used up the calculated amount and
to preclude a reduction in amount of cement allocated for the project.
Work as negligently, slowly, and poorly as possible.

Taxi drivers

Always use a circuitous route to get 1o the destination to cause
the enemy the greatest loss in time and highest cost possible. Pre-
tend not to be familiar with the route.

When enemy personnel indicate they are in a hurry to make a
train or attend a meeling, fake a breakdown and cause him to be late.

Streetcar conductors and bus drivers

Close the doors in front of the nose of occupation personnel and
their followers when they attempt to enter. Ignore enemy personnel
wailing at bus stops. Keep on driving. Ignore the enemy’s signals
to stop the streetcar or bus when he wants off. Your fellow citizens
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will gladly walk back or wait for the next bus or streetcar if the
enemy can be harrassed.

Vehicle mechanic

There are many ways in which you can impair the effectiveness
of the enemy’s vehicles. Set the engine to increase gasoline consump-
tion. When changing oil, secretly fill the crankcase with old oil. Fill
radiator with insufficient amount of anti-freeze. Make out oil and
grease tickets incorrectly so as to cause increased oil and grease con-
sumption or usage of the vehicle. Grease vehicle badly or not at all.

Gas station attendent

Throw sugar into the gas tank which will result in a breakdown,
search for cause of breakdown, and an unpleasant repair job.

When filling tanks out of separate canisters, pour diesel oil into
gasoline-operated vehicles and vice versa. This results in breakdown,
unpleasant repair jobs. As an excuse, you can say you simply made
a mistake in the cans. When checking tires, put in too much or too
little air. In one case the wear of tires will increase, in the other the
suspension system will be strained too much.

Artisan

When you are called up for a repair job, pretend you have
too much work on hand and put off the job as long as possible. Only
use inferior material. Charge an exhorbitant price.

Owners of radio shops

All radios wilt be confiscated by the enemy sooner or later.
Consequently, you must put aside a stock of spare parts which will
be needed by the resistance movement and guerrilla units.

Hide all portable radios; this can be casily done due to their
small size. Also stock up on batteries for the same.

Salesgirls in grocery stores

Intentionally overlook members of the occupation forces and
collaborators to cause them to complain in order to be served at
all. If you have to answer for your behavior, present profuse ex-
cuses in order to repeat the same tactics with the next member.

Make a point to give them the worst of everything, such as
partially rotten fruit, vegetables, salads and the smallest pieces of
meat, bread, ete.

Intentionally damage any merchandise he requests. Squeeze fruit
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before packing it. Put down paper bag heavily on counter, so that
fruit will be bruised and therefore spoil quickly.

Salesgirls in department stores

Sell him impractical articles such as souvenirs, watches, jewelry,
clothes, shoes, etc. Sell him damaged or faulty merchandise or objects.
Damage merchandise or objects he buys prior to packing them. For
instance cut into a piece of cloth, put grease or paint on it. Assert
that certain items he asks for are no longer in stock. If he proves
the contrary, indicate you are sorry you made a mistake.

Catering business

(1) Waiters and waitresses in hotels, restaurants

Continue to ignore the enemy so that he has to complain in
order to be served at all. Take his order as inattentively, slowly and
indifferently as possible. Always give him the worst of everything
such as the worst wine at the highest price, ete.

(2) Owner

Encourage your personnel to act as outlined above by ignoring
complaints of the enemy. Assign foreign military personel or traitors
the worst rooms you can.

There are problems and dangers for artisans and shop owners,
butchers, bakers, department stores, tailors, shoe repairmen, repair
shops, who harass the enemy in ways mentioned above.

All of the above procedures of passive resistance will only be
successful when all shop owners and artisans cooperate so that the
enemy or his followers cannot simply run to a competitor.

You must all present one solid front. He who fails to cooperate
with this front because of greed shall be considered a collaborator
and will be called to account for his actions after liberation.

The temptation. for the individual to profit greatly by this
“voluntary elimination” of competition and to be the only one to
do a lucrative business is very great.

The resistance movement must clearly explain to these egotists
that such activity is treason and that nothing will be forgotten nor
forgiven.

Farmers

In the “occupied” area, a delivery quota will be very quickly
imposed. Deliveries of grain, potatoes, fruit, dairy products, pigs and
cattle can be estimated accurately which will prevent you from
concealing almost anything at all. However, overproduce as much
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as possible in other sectors such as garden vegetables, sheep, goats,
chickens and rabbits.

Use these surplus products for the guerrilla units as well as for
personnel gone “underground.” The finance section of the resistance
movement as well as headquarters of guerrilla units will pay you as
much as they possibly can.

In temporarily “liberated” areas deliver the entire harvest volun-
tarily to guerrilla detachments. It is better to have it in the hands
of our own people than to have the enemy profit by it. If you don™,
everything will be confiscated by the enemy under the pretext “of
having helped the partisans” once the guerrilla units are forced to
leave and your area becomes enemy occupied territory again.

Retain only what you need for yourself (self-supply, seeds for
coming year.) You can always claim that the harvest was taken
away by force by the partisans.

Harvest time is also time for a “major offensive” by the
guerrilla units who will attempt to liberate as large and as rich an
area as possible to prevent the enemy from getting the harvest and
at the same time increasing their own supply for the coming winter.

It is obvious, of course, that you must assist in these efforts.
If your area is under enemy occupation, slow down the harvest in
hopes that a guerrilla unit will arrive in time to take the grain or
produce from the enemy.

Speed up the harvest if you are in a “liberated” area so that
it can be stored and the surplus given to guerrilla units so that they
can hide it before the enemy begins a counter-offensive.

Make your own transportation means available—horses, tractors,
carts—to transport harvest surpluses to guerrilla caches and depots.

“Infiltration” of Armed Party Organizations

The enemy will soon create an armed factory militia in im-
portant industrial plants, the transportation system and administra-
tion,

In their effort to create a “mass organization” and to flatter the
foreign dictator and master with impressive figures, the new powers
will be unable to find sufficient members really true to the party line.
Consequently, they will be forced to fill their thin ranks with many
others less dedicated and politically reliable.

Here you will find great opportunities to infiltrate the enemy
organization.

Leading positions as well as members of crew-served weapons
will, based on past experience, always be filled by absolutely de-



pendable party members, whereas the unreliable will be assigned
lower missions such as ammunition bearer, rifle men, ete.

By infiltrating members of the resistance movement into these
armed fighting organizations of the party, you will be able to do
the following during a decisive hour:

(1) Dispose of weapons and ammunition;

(2) Reduce the fighting strength of these units by mediocre

cooperation;

(3) Be informed of their measures and thus reveal and thwart

them;

(4) Shoot the “party fanatics” in the back at an opportune

moment and then join the population.

Final remarks

During passive resistance the individual needle prick is useless
as such. However, thousands such pricks together will create un-
bearable conditions for the enemy. The decisive factor is to unite
the citizenry and to maintain resistance over a long period.

Each time you are able to perform a jabbing operation you
will feel a small triumph and notice that after all you are not so de-
fenseless. These small personal victories will increase your fighting
spirit and will to resist.

Do not forget the first and foremost rule: “Seek connections
with and support of persons thinking the same as you. He who is
lonely and isolated will lose his belief in his own strength and in the
victory of the good cause.”

The enemy will be in a position, of course, to make passive
resistance more difficult by increased control. However, he will be
unable to eliminate it completely. Only when a supervisor is placed
behind each working member will the enemy be able to forestall
this resistance. And even then you succeed.

17. Sabotage

During sabotage it is of importance to be able to get to the
heart of the installation. The simplest way is to obtain a suitable
job. Sometimes you will be able to influence workers to carry out
sabotage, other times you will have to infiltrate members of the
resistance movement into the target area.

Individuals in administrative and office capacities can best
hinder the enemy by a “slowdown” campaign. This is relatively
safe. The work pace is simply reduced drastically automatically caus-
ing a reduction in the production output.
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In highly industrialized, automated plants where the puise and
tempo of the production process are dictated by the machine, so to
speak, delaying tactics are difficult to apply. On the olher hand, you
will ind many opportunities to sabotage machinery, and instruments.

A small breakdown will bring the entire highly complicated pro-
duction process to a standstill.

General sabotage possibilities
Activate air raid sirens through sabotage. The false alarm will
have everyone running to air raid shelters and will interrupt the
entire public life for hours. After the all clear signal, you will t'hen
return slowly to your job in order to waste as much time as possible.
Take advantage of a chaos after air raids. After air raids you
will be able to destroy important machinery and appliances which

Industrial Sabotage
_‘_‘______....———-_:"'__ \

Sabotage of products

Sabotage of
productive facilities

Direct method  Indirect method  Reduces quality of pro_ducta.
Produce numerous rejects.
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machinery transportation designs.
and appliances  routes to delay
the transport to
and from the Sabotage on finished
plant of raw products is especially
materials and effective since they represent
finished products.  many working hours and
Sabotage of much material.
power net
Sabotage during
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production of
raw materials.
Misdirecting
urgently needed
materials, spare
parts, elc.

Especially effective in case
of decentralized production
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have survived the attack. You can do this during the general con-
fusion under the cover of attempting to render assistance. You thus
will be able to get to important targets which normally are out of
your reach. Demolition and fire fighting personnel of the resistance
movement are able to carry out missions of destruction during and
after heavy night bombing attacks.

They may disguise themselves in uniform or coveralls of the
fire department and civil air defense organization. These missions
will go unnoticed and thus unpunished in the general chaos. Raids
and attacks can also be conducted at this favorable time.

Prisons that have been damaged can be attacked by raiding
patrols of the resistance movement to free the prisoners.

18. Raids Conducted by the Civilian Resistance Movement.

In certain exceptional cases the resistance movement will have
to resort to raids. It may be necessary to free imprisoned resistance
fighters from police stations, interrogation cellars and, if necessary,
even prisons if the danger exists that they might reveal important
facts under torture. It also may be necessary to free hostages, capture
files or destroy key industrial installations and transportation facili-.
ties.

Organization of Raid:

Phase One: Preparations

Since the State Security Service will search for the participants
of the raid, all must have an alibi for staying away from work with-
out attracting attention or suspicion. Pretending to be ill is the best
way. Symptoms of illness reported to the office of a plant by co-
workers must later coincide with the doctor’s report issued by a
doctor belonging to the underground movement.

In a larger city the sewage system will have to be prepared as
a hiding place should things go wrong. It should be stocked with
food, beverages, first aid equipment, extra clothes, ammunition, maps,
etc.

A detailed reconnaissance of target area must be performed.
Routes of withdrawal must be designated and prepared.

Phase Two:

Fire support elements must take over houses neighboring the
target. For this purpose apartments and shops may have to be rented.
If necessary, fire support elements may have to occupy these places
several days before the operation and live there.
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sassembled submachine guns, light machine guns, assault
guns, pistols, hand grenades and ammunition can be transported to
the selected positions in briefcases, tool boxes, or suitcases.

A courier service must be organized; women, young boys and
girls are especially suited for this job.

The raiding party conducting the operation can benefit from the
black-out. Anyone still on the street after curfew is automatically
considered an enemy. The raiding party will wear shoes with rubber
soles, dark clothes and will blacken face and hands.

By virtue of the fact that the population has to stay inside after
curfew, you may use your weapons more ruthlessly than during the
day since no innocent people will be on the streets.

During the day, the raiding party will best be loaded onto a
covered truck and will then drive directly in front of the target.
When the raiding party detrucks, this will automatically signal for
fire support elements to open fire from their prepared positions.

Possible methods of sealing of routes of access to target area:

Resistance members pose as street cleaners. “Street cleaners”
can be used in an excellent manner as security guards; they will
hide submachine guns and hand grenades in their carts; or else
you can use “mechanics” carrying their weapons in their tool boxes.

Block routes of access by simulating a traffic accident. The
driver involved can escape in the confusion created in this manner.
The “accident,” which will take place when the raiding party has
opened fire, will prevent police from arriving too soon. The driver,

should he be apprehended, can explain that he was scared and thus
caused the accident. >

Phase Three: Withdrawal

Plans will have to include provisions for withdrawal after a
successful operation or discontinuation of operation if the target
cannot be reached. Concealed personnel with submachine guns, mines
and prepared road blocks will be used to keep routes of withdrawal
open. It may be necessary to disappear in the sewer system and wait
until the search operation, which may go on for several days, has
been discontinued.

Methods of covering withdrawal:

If you use motor vehicles you must install armor in back of
the driver’s seal to prevent the driver from being hit by bullets from
pursuing vehicles. Since only light weapons, i.e., pistols, submachine
guns and perhaps automatic rifles, and no armor piercing bullets
will be used, a steel plate about 10 millimeters thick will suffice. In-
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stall several sand bags or perhaps an additional low steel plate 10
millimeters thick and 50 to 60 centimeters high at the rear end of
the truck to protect personnel lying on the floor. Pursuing elements
can be discouraged with hand grenades and submachine guns.

You may establish road blocks along the planned routes of
approach. Members of the resistance movement on road blocks, may
use a variety of methods to stop your pursuers.

Raid conducted by party of the resistance
movement,

; Lo Sewer system

1. Fire support previded by snipers on roofs who
have taken up positior days or weeks before
by renting room built under roof.

2. Light machine gun or submachine gun sec-
tion providing fire support from rented apart-
ment, can at the same time seal off secon-
dary routes of occess with hand grencdes
and keep road block under fire,

3. Rood bleck can be created by simulating re-
pair job such as installing a sign for a shop
of perfarming same other mundane job,

4. Actual raiding party will be infiltrated singly
into asseult positions or may baldly drive up

in front of the target! in o covered truck.

. Road block by simulated traffic accident.

Routes of retreat, determined by prior recon-

nalssance for each individual section, will

lead either through houses ond backyards

:ndhbv using the sewage system or by ve-

icle.

o
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of road.
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streetl.
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Booby trapping the road block will cause the enemy losses,
assuming he can stop in time to clear the obstacle. He will suffer
more casualties from booby traps than usual since being in hot
pursuit and wanting to clear the street quickly he will be careless.

19. The Last Phase of Resistance: General Uprising.

The revolt of the Maquis in France (especially Paris) with
the approach of the allies and of the Polish underground forces led
by General Bor in Warsaw are good historical examples of a mass
uprising,

A general uprising speeds up the collapse of the enemy.

Success depends upon the selection of the right time. If you
initiate the attack too soon, the uprising will fail. If you act too
late you will miss your chance.

The moment for general uprising arrives when the enemy has
been put on the defensive by events far away. Your efforts will be
assisted by the approaching allied armies who may provide assistance,
by the enemy sending some occupation units elsewhere or by his
voluntarily withdrawing from your area.

In addition to advantages of a purely technical nature, such
as preventing large scale destruction, dismantling of industry,
etc., open uprisings will provide you with other advantages which
should not be underestimated. For instance, your position in regards
to the world political situation and likelihood of maintaining the
sovereignty of your country will be much better after the war if
you are able to reconquer large portions of your country yourself,
rather than waiting passively for liberation and salvation by foreign
countries.

With a little luck you may be able to get by with indirect help
during the liberation campaign such as air support, supply of weapons
and ammunition, ete., provided by allied armies and thus you may
not need the help of their ground forces. This way you can also
prevent your country from being occupied again even though by
friendly forces. Past experience shows that even “allies” and “liber-
ators” cannot be removed so easily. At least, it’s harder to get them
to leave than to enter.

And finally, at the end of the war, you will immediately have
your own army again, even though primitive, which will form the
basis for a new, better force.

During the phase of the “open uprising” the civilian resistance
movement will serve as the stationary, local troops of the towns espe-

clally lor Key lralhc nstallations, whereas the guerrilla units will
serve as the mobile fighting forces.

The idea is to block the enemy’s internal routes of communica-
tion and route of withdrawal by open insurrection of the popula-
tion and to smash the enemy retreating in the intermediate area or
getting ready to free the blocked communication routes with the
mobile guerrilla units.

It is obvious, of course, that maximum use has to be made of
the terrain. Concentrate uprisings in large towns and cities which
will be difficult for the enemy to suppress. Mobile guerrilla forces
in the intermediate area will attack at favorable terrain features such
as ravines, so that the enemy will be unable to utilize his superior
force or at least not be able to commit them at the same time. Mobile
units should conduct attacks in at least batallion strength.

Even though fighting in unfavorable terrain, the enemy must
be under attack from two sides. For instance, if he is attempting to
suppress an insurrection in a city, guerrilla units should attack his
flanks or rear.

Tactics of uprising

a. Preparations:

Procure a lot of city maps for yourself and your subordinate
leaders. During city fighting they play the same role as maps for
operations in the open terrain.

At important tactical places you must lease apartments, shops
or even houses where you can take up position long beforehand,
i.e., at bridges, intersections, train stations, telephone offices, exit
roules, elc. .

Make a reconnaissance of church steeples and high houses which
can be used as observation posts. Prepare and camouflage them. For
instance, install telephone lines which will only require connecting
during the hour of decision.

At important locations you can prepare cellar windows, etc.,
as machine gun and anti-tank pdsitions and camouflage them. For
instance, install weapons racks at appropriate height to support
weapons, Obtain sand bags to stabilize tripods or bipods or to rein-
force walls. At the last moment all you have to do is place the weapons
in position.

In this manner you already have some trumps in your hands
when the uprising breaks out.

b. Occupation of town:

Similar procedures will be used as mentioned in the chapter on



“lacties ot Guerrilla Units.” However, here the difference is that
the participants in this case are members of “fighting groups” of
the civilian resistance movement and not of the guerrilla units. In
addition, depots, munition and arms factories will also have to be
occupied.

¢. Defense of towns:

You must primarily anticipate counter-attacks by tanks. The
mobile reserve units of the occupation forces consist mostly of
mechanized police regiments with attached tank elements.

Seal off communications within the town. The enemy will thus *

be able to make use of his superior means—artillery, tanks, planes—
only on a restricted scale.

Your forces will be such—even with complete assistance of the
entire population—that you will be unable to occupy all buildings.
Militarily speaking this is not necessary. Establish strong points at
the most important traffic junctions, bridges, train stations, inter-
section of main routes, etc. The area in between the individual strong
points will be patrolled by combat patrols.

Conduct large-scale reconnaissance all over town at all times by
using the civilian population—especially women, young boys and
girls. As a result, you will never be surprised by the enemy.

Form a main reserve unit and motorize it with trucks, captured
armored personnel carriers,

Distribution of forces available:

Personnel (armed fighters) ; 14 at strong points, V4 in raiding
parties, 14 in main reserve.

Ammunition and weapons:
1. At strong points:
Concentrate all machine guns, snipers, Molotov cocktails, ex-

plosives and mines for anti-tank defense, approximately 1/5 of

ammunition available, approximately 1/5 of hand grenades on hand.

2. Raiding parties:

They should possess the majority of submachine guns and anti-
tank weapons, approximately 1/5 of ammunition available, approxi-
mately 3/5 of hand grenades available, and all anti-tank or rifle
grenades.

3. Main reserve:

Main reserve should have all captured AP carriers and tanks,
all light machine guns and rocket launchers, approximately 3/5 of
ammunition available, and approximately 1/5 of hand grenades

available.
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If the enemy bypasses these strong points and reroutes traffic
via secondary streets through a town, act as follows:

Install individual, well camouflaged snipers on roofs, top floors
and rooms located up high. Practically invisible and out of reach,
they can disturb the rerouted enemy traffic with well-aimed fire.

Conduct reconnaissances with the aid of the population. Infil-
trate through these gaps with raiding parties to get to the bypasses.

Consolidation of strong points:

Use the population to help you. Your greatest trump is the mass
utilization of desperate human masses to give the last they hizw.:.
With their help you will be able to convert your strong points into
fortresses in a period of hours rather than days. )

Work plans, lists of material, order of priority for various
projects and supervisory personnel for the work forces have to be
determined down to the smallest detail prior to the uprising.

The masses of people not belonging to the active fighting groups
of the resistance movement must fill sand bags. They can use jute
bags and fill them with dirt, sand, etc. .

Install wire meshing in basement and first-floor windows of
houses to be used as strong points against hand grenades.
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Erect anti-tank obstacles utilizing street cars, heavy vehicles,
cement pipes, pneumatic drills, bulldozers. Requisition cranes from
construction companies to tear up the pavement and build up piles
of rubble.

Erect anti-personnel obstacles made out of fences and barbed
wire. Material can be obtained from construction companies and
stores.

Stock ammunition and food supplies at the strong points.

Fill Molotov cocktails.

Internal organization of strong points:

Each strong point will consist of two or three buildings together.

Only occupy buildings of solid construction such as schools,
administration buildings, factories, etc. Avoid modern brick build-
ings. Reinforced steel structures or older houses (author refers to
stone houses common in Switzerland) best withstand the fire from
tank guns.

The various buildings composing the strong points must be able
to give each other fire support and together control an important
point such as bridges, road intersection, or square.

The tank obstacle must be installed in such a manner so as to
be able to be covered by the entire strong point organization.

Your field of fire must be such that at least two sides of each
occupied building can be covered by fire from the neighboring
house,

A small reserve force of four to five men belongs in each strong
point. ~
20. Fighting Techniques Utilized by the Superior Enemy

While Surpressing Uprisings.

Entering towns in the area of the uprising

The enemy will select primarily the early morning hours between
0200 and 0400 hours. The last “night revellers” will then have gone
to bed and those who have to go to the early shift have not yet got
up. Towns and villages are thus surprised “in bed” so to speak.

If for any reason at all the morning hours cannot be taken ad-
vantage of, for instance, transportation difficulties, he will select
the late forenoon hours (1000-1100) when the masses are at work.

While he is entering, the civilian telephone system will be dis-
rupted to prevent you from reporting his strength, organization and

direction of advance via the civilian net to your underground move-
ment.
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Siege—Martial law

Immediately after entry into the area of unrest the enemy will
declare martial law. You also must know something about this so
as not to be surprised and impressed too much.

a. Taking over command:

A military command will take over in place of the civilian occu-
pation administration or the “puppet administration” and will insti-
tute the following:

b. Individual measures:

Restaurants and clubs will be forced to close before dusk.

Curfew at night. In his own interest the enemy has to issue
“passes” valid for the curfew hours to doctors as well as employees
most needed in public installations such as gas works, power works,
water supply, hospitals, etc. By clever falsifications you may be able
to get a hold of such passes and thus be able to circulate more or less
freely as a member of the resistance movement. Here is a wide-open
field for the activities of the counterfeit section.

Congregations of more than ten persons will be prohibited. Clubs
and associations will be prohibited. Court-martials and quick trials
will be initiated. It will be announced publically that anyone appre-
hended with a weapon will be shot on the spot.

All house owners and janitors are responsible that house doors,
cellar and attic doors are closed at all times. Strangers may only
enter after a check. The house owner or janitor will be jointly re-
sponsible for any hostile acts committed by these strangers against
the occupation forces from their house (basic rule: each is to watch
and shadow the other out of fear and self-preservation).

All shutters and blinds facing the street must be open. However,
all windows must be closed. Patrols will fire into open windows with-
out any warning.

c. Proclamation of siege:

A state of siege will be advertised by posters, loudspeakers,
trucks, radios and leaflets dropped from planes.

Reconnaissance prior to the attack

The occupation forces will conduct a reconnaissance prior to
cleaning up an area of unrest or putting down an uprising. This
reconnaissance will not only concern the military sector but the
political as well.

You must fight this enemy reconnaissance. However, your mis-
sion will be made more difficult by the fact that enemy reconnaissance
elements will work primarily in civilian clothes. They will be com-
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posed of members of the political police (State Security Service),
officers of the occupation army, followers -and collaborators.

The enemy will, of course, not work in patrols but will work for
the most part alone.

The reconnaissance is to clear the following points:

a. Political situation:

What sympathies, what support and what practical cooperation
do the active insurgents have among the masses of the population?

What is the attitude of their own civilian government, i.e.,
puppet administration, composed of former members of the Fifth
Column? Is it still “firm” or has it reached the opinion that the
“moment” has come “to change sides”?

b. Military situation:

Evaluate the number of weapons and amount of ammunition
available to the insurgents. Determine if they have heavy infantry
weapons such as machine guns and mortars, and anti-tank weapons
such as mines, rocket launchers, and AT rifles.

Do they make a good and cohesive impression or is their organi-
zation loose and improvised? Are they cleverly led according to
military principles which would indicate that they have former
officers and NCO’s leading them or do they act like amateurs?

Do they build obstacles? Do they occupy positions? Are there
good roads of access for entering the town? What is a rough estimate
{(border lines) of area of unrest?

At least find out roughly in what part of the city the head-
quarters of the uprising is located.

You will see at once from the above that the reconnaissance of
the political situation almost takes precedence over the military
sector; at least it ranks equally important. Consequently, the enemy
reconnaissance elements should be able to judge human beings and
present matter-of-fact opinions in their delicate missions. Since they
are party fanatics, however, they will see everything in a different
light. The ability to make critical judgments is mostly lacking in
them since they were educated according to a strict doctrine. As a
result, reconnaissance results will at least lack something in the
political sector which is of advantage to you, i.e., poor estimate of
situation by enemy leaders.

Along with the reconnaissance the enemy will attempt to secure
plans or maps of the city. These will render the enemy good services
during city fights due to his lack of knowledge of the area and he
will attempt to procure these in quantities. You must remove them.
A systematic collection of these plans is one of the first missions of
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a careful preparation for an uprising. By means of specially da!ig-
nated sections you will have these plans removed from the [oll?wmg
places: city planning office (surface and subsurface constructions),
book stores, stationery stores, and official map sales stores. _

The securing of plans on the sewage system also is part of this
operation. (See also booklet entitled “Fighting Tochniql.ws," Vol. 11,
page 32-35, with illustrations and directives on the fight in the sewage
system, published by the Central Secretariat of the Swiss NCO Associ-
ation, Biel). )

Based upon the results of the reconnaissance, the occupation
forces will establish a plan (operations plan). It basically has two
possibilities:

Planned, rather demonstrative Surprise, raid-like attack.
entry.

Will leave you no time for
This is to serve to cause people counter-measures. Mostly used
to come to their senses, Mostly during weak uprisings. Occupa-
used during rather advanced un- tion forces must impmvise_ and
rests. Will give you time for risk the danger of repercussions.

counler-measures.

The enemy will commit as large a troop contingent as possible
so as not to suffer any defeat for such an event would greatly enhance
the insurgent movement and drive many undecided and careful
persons into the arms of the active fighters.

Sealing off an area of unrest by the occupation forces

a. General )

Armored and mechanized troops encircle the city by closing
off the main arterial roads, in order to prevent an escape of t.he
insurgents, and to prevent help and supplies from reaching the in-
surgents from the outside. .

Individual armored raiding groups will attack along main routes
in the direction of the center of the city in order to occupy individual,
important points and split up the insurgents into several, separate
fighting groups. ) ) )

Most of the enemy infantry will comb the various city sections,
blocks and buildings slowly and systematically.

A motorized main reserve will be kept ready outside the town
in order to counter attempts to break out, relieve tired units, replace
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losses, reinforce, if necessary, the spearhead units, and to eliminate
later especially tenaciously defended pockets of resistance. Coordina-

ed units
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tion and direction of the operation will be facilitated by radio,

helicopter and light planes.
b. Detailed organization

The occupation powers will organize basically their units as
follows: “forces to seal off”’; outer perimeter; inner perimeter; and

“mopping-up forces.”

All forces (military, party militia, regular police forces, State
Security Service) are placed under one command.

Chief of entire operation.
High military commander, per-
haps police general of State
Security Service, NKVD.

Chief of perimeter organization

If the commanding officer is
from the military, then he will
be a party “follower” who is
absolutely true to the party line.

Chief of mopping-up operation.

e city to prevent
Techniques used by

Tanks and mechanized units
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escope of insurgents.

dy to support
if necessary.

Artillery remains rea

spearheading  units,

Headquarters,
ligison and
reconnaissance by
helicopter and
light plones.

Main reserve
prevents break
outs and rein-
forces spear-

heading units.

Military State Security

Military Party militia
Service

Police

“Outer Perimeter force”: Will prevent unauthorized traffic in the
area of the uprising (rerouting traffic). Will protect
mopping-up forces against operations from the outside,
i.e., attacks from guerrilla units supporting the insurgents.
Main element of the outer sealing-off force is the party
militia supported by individual policemen who regulate
traffic and “screen” persons and vehicles passing through.
Individual tanks and infantry elements of the occupation
power serve as a battle-ready back-up force. The “outer
seal-off force” only blocks main routes of access at the
periphery of the area of uprising. This is a tight little
net which can be easily bypassed by using secondary
roads.

“Inner Perimeter force”: Will prevent escape of insurgents, Thus is as
tight and close as possible. Main tactical element is the
infantry. Areas with wide field of fire (parks, canals,
large streets, open squares) are selected to save on per-
sonnel for the sealing-off operation since combing the
area thoroughly requires many personnel.
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“Mopping-up forces”: Raiding elements—infantry and individual
armored personnel carriers—will knock out pockets of
resistance. Fire support elements will assist the advance
of the raiding elements, i.e., self-propelled guns, tanks,
mortars, machine guns. Search detachments will consist
of infantry, as well as specialists of the State Security
Service. Reserves will support the attack as well as guard
and transport prisoners.

The enemy assembly area

The enemy likes to use open, easily controllable areas (RR
marshalling yards, larger inconnecting parks, etc.) as assembly areas.
He will be able to do this since you do not possess any heavy weapons
(artillery, planes, mortars) to smash known assembly areas and troop
concentrations. Assembly in open and easily controlled area will
make it easier for the enemy to assemble and organize his units, brief
subordinate unit commanders on the terrain and position heavy
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support weapons (guns, mortars) which in spite of “high-angle fire”
will not be able to be effective from narrow streets,

Thus remember: Large open areas near your defensive front
are dangerous. As long as you still have freedom of movement you
must position yourself in such a manner that such areas (parks,
open spaces, railroad tracks) are to your rear. Where you have
been unable to do this your few mortars must be able to concentrate
on these points.
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Point of penetration on enemy .

The tactical rule in city fighting is to select the point of penetra-
tion in such a way so that the depth of the area to be penetrated is
as short as possible. -

You must continually enter on your situation map any reports
about newly installed enemy sealing-off posts. As time goes on you
will obtain a pretty good picture of the development of the inner
perimeter. You can now easily see where the area occupied by you
shows the smallest depth. You must assume rather safely that the
enemy will attack at this point. Make your preparations accordingly
by increasing observation at this point, relocating reserves, etc.

Advance in streets

The enemy will normally use a reinforced company for each
main street. i

Two platoons will probably advance together next to each other;
one on the street itself, the other via gardens and backyards. The
enemy will select that side of the street which offers the best cover.
The third platoon follows as reserve, sealing off and searching the
area.

On the main street, one squad will advance in file to the left
and right along the houses. One squad will follow as reserve on
the side which provides the most cover. One or two tanks or assault
guns will advance with the infantry to provide fire support.

At least one squad of the reserve platoon will be committed on
both sides to search the houses passed by the lead platoon to prevent
a flare-up of the fight in the rear. Individual officials of the State
Security Service are also assigned to the reserve platoon as specialists.
Since a search of houses requires more time than the advance of the
lead element, the reserve platoon will dictate the speed of advance.
When the lead element engages in a fire fight, personnel further back
in the column will step behind and into houses to prevent losses.

The advance will halt at each street intersecting the direction of
advance and the unit will regroup. You can see by the above that
the advance of the enemy will be very difficult and, above all, time-

consuming,
Eliminating barricades
The enemy will attempt to destroy barricades from a great

distance by using his superior heavy weapons, ie., tanks, assault
guns, direct artillery fire.
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Where you have so installed your barricades in such a manner
to prevent this, the enemy will never attack the barricade frontally
but advance to the left and right through the houses with infantry
(raiding parties). The barricade will then fall almost by itself.

Clearing large buildings by the occupation forces
The entire area concerned will be surrounded. Routes of access
will be closed off by barbed wire (concertina wire)} and soldiers with
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submachine guns. Tanks will drive up and guard the buildings con-

cerned with machine gun and canon. Automatic weapons will be '
positioned in and on the neighboring buildings to control the roofs

of the target area.
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An assault party, i.e., elements of the State Security Service,
penetrates into the buildings, searches and cleans them out systemati-
cally. Suspicious persons and prisoners will be taken away immedi-
ately. Trucks and officials of the State Security Service will be kept
ready for the transportation of prisoners. A reserve element will
wait under cover in order to handle arrested persons or reinforce
the assault element. Loudspeakers will broadcast announcements and
appeals to the “enemy.” Searchlights will be positiioned to assist
the operation at night, if necessary.

Operations of superior enemy in quelling an uprising.
Tanks drive up ond watch the building in question,
Routes of access will be closed off by barbed

wire and posts.

Assault elements penetrate and 980

mop-up buildings.
Reserves are kept ready.

Loudspeakers and searchlights
are put in position.
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Clearing an open area by the enemy
To disperse mass demonstrations of the desperate population in

front of government buildings, party and administration seats, monu-
ments, etc., the enemy will do the following:

i
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The troops of the occupation power will want the assembled
crowd to leave as quickly and unhindered as possible.

Consequently they will:

a. Give orders through loudspeaker trucks to have the doors
of the surrounding houses open, but to close the windows facing the
square, thus allowing a considerable portion of the crowd to disperse
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into the houses but at the same time make it difficult for the escapees
to fire from closed windows upon troops and police.

b. Keep many streets open on purpose to provide the crowds
with avenues of escape.

c. Clear the square from only one side, selecting that side from
which the least streets lead into the square.

In order to clear the square, the enemy will use primarily tanks,
armored personnel carriers or at least trucks. They will advance
slowly in one line at consistent pace—often with one flank slightly
ahead which facilitates observation—and thus push back the crowd.

Infantry will be mounted on the vehicles to prevent the crowd
from tearing down antennas, tools, flags, etc., from the vehicles or
throw Molotov cocktails at them.

Behind the tanks follow reserve elements at some distance with
trucks. They have the mission:

To close off immediately side streets passed by the tanks with
movable wire obstacles and guards to prevent portions of the crowd
from returning and attacking the rear of the clearing elements.

To take charge of persons arrested and transport them to the
rear in trucks.

Occupation of a city after uprisings are suppressed

After entry and clearing operations are completed, “restricted
areas” will be established which will support the occupation troops.
In these areas the occupation troops will be strictly separated from
the population. This way the troops can be protected and removed
from the political influence of the population.

Areas adjacent to “restricted areas” will be patrolled by infantry
and tanks. Infantry patrols will hide in armored personnel carriers,
if possible, or at least on trucks carrying machine guns.

Strong points will be established in the adjacent areas to support
the patrols. They will be few in number so as not to disperse forces,
but will be able to withstand attack.

They are always installed in solid buildings which can be easily
defended. Often they will be situated in places which have to be
guarded anyhow, i.e., power companies, arsenals, bridges, etc.

Patrols will be led by officers. Only within the immediate vicinity
of the restricted area (several hundred meters) are these patrols of
squad strength. Otherwise, they will consist at least of one platoon
with machine gun mounted on a truck.

Officers leading the patrols are usually the best the enemy has
to offer (read: “the most ruthless” and “trigger happy”).
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Officers are above all to prevent any contact between the popula-
tion and the soldiers and to make sure that the latter are not disarmed
by the population. They will not refrain from firing even in the
presence of women and children.

Patrols are especially dangerous since they will open fire quick-
ly out of fear; at any rate, sooner than a large closed unit. The
smaller a patrol and the farther away from the restricted area, the
sooner it will make use of ils weapons.

Extended city area.
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Individual guards along the periphery of the “restricted area”
will be replaced as soon as possible by barbed wire entanglements.
This will conserve personnel and will be even more effective.

Individual guards are always positioned at least 30 meters be-
hind the barbed wire entanglement to prevent them from talking to
the population. If they have to yell to speak with the people they
will soon stop. Even more so since comrades and superiors may be
able to listen to what is being said. As a result guards are automati-
cally removed from the political influence and distraction of the
population. Thus the ideological gap is once more guaranteed.

168

-

e - e

Normally a sign will warn against trespassing beyond the barbed
wire entanglement. Anyone attempting to cross the line will be fired
upon ruthlessly and without warning.

Disarmament

A certain cut-off date will be set for turning over weapons,
ammunition, explosives, and hand grenades; until then people are
assured of not being punished if they turn over these weapons. This
guarantee will be adhered to at least in the beginning so as not to
frighten anyone away.

Patral

Should you be so trusting and turn over your weapons you will
be put on a “black list” in spite of everything. The enemy will always
need hostages or forced laborers later on (read: “work slaves”) and
will gladly make use of the “black lists.” You see once again that
you cannot escape his net and had better die fighting.

After the deadline, raids coupled with house searches and street
checks wil' Le conducted.
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During a street check, certain streets are closed off all of a
sudden and pedestrians are searched for weapons. Vehicles and con-
tents are searched.

There are many ways to dispose of incriminating material when
caught in a street check. If you carry a pistol, explosives, hand
grenade, underground newspaper, or leaflets on your person, you
must act quickly. During the first few minutes after the street has
oeen blocked off, general confusion will reign; you must take ad-
vantage of this. About ten minutes later, the enemy will begin to
collect all pedestrians “caught in the net” and line them up in a
formation (rows, columns of two) to be able to guard them better.
Once part of the formation, you will hardly be able to dispose of
the incriminating material. Your task will be even more complicated
since the enemy has previously sent in agents and informers of the
State Security Service into the area who allowed themselves to be
caught as “harmless pedestrians” and who now discreetly watch the
crowd.

If you carry the material in a briefcase, a small suitcase or in
a tool box put it down on the ground as if you were too lazy to
carry it any longer. Stand next to it fighting boredom for a while
and then attempt to walk away as if you forgot it. If you are ac-
companied by a friend he can help you by creating a diversion. For
instance he can look excitedly at a roof, then point at it and call out:
“There! Someone is doing gymnastics up there! Now he is gone!”
In the confusion you will move away from the case in order “to be
able to see better.”

Smaller objects such as pistols, hand grenades, bundles of leaf-
lets, single newspapers, can be disposed of in the following manner.
Sit down on the curb near the hole. Several friends may be able to
stand around you to give you cover and attempt to direct the atten-
tion of others elsewhere. Slide the incriminating object into the
sewer.

A garden fence is also very good. Lean against it as if bored.
Pull out a package of cigarettes and light one. Put the lighter into
the bag in which you have the material. When you remove your
hand withdraw the object at the same time, hold your hands behind
your back and let it slide into the garden through the fence. Even
here friends may be able to help you by providing cover.

Attempt later on to recover the object thrown away—especially
in the case of weapons. Let at least three days go by. The enemy may
have rigged a trap.

If you are an innocent bystander and notice that people are
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trying to hide objects, it is your duty to help them as much as you
can by ignoring their actions, or by contributing in attempts to
distract attention from them.

Search of a block of houses

On the evening before or during the night, a scout in civilian
clothes (official of the State Security Service, military, etc.) will
conduct a reconnaissance to determine good routes of approach,
roadblocks needed, number of personnel required.

Approach, encirclement and blocking off the area will be done
at dawn. The enemy will conduct this operation as quickly as possible
to prevent you from taking counter measures such as organizing
resistance, hiding out, escaping, etc.

House-to-house seorch
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The house search begins at daylight before people go to work
(early shift).

Whenever possible, movable barriers (concertina wire) will be
used to conserve personnel. The barrier is to prevent a coming and
going of persons from one side to the other. At the same time the
enemy provides security for his search elements by using barriers.

Buildings standing alone (villas, etc.) do not offer any particular
difficulties. Row houses, however, are more complicated. Here he
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has at the same time to close off several buildings on both sides of
the “target.”

Normally, an infantry squad of ten to twelve men will be ac-
companied by one or two members of the State Security Service. Two
sentries will be stationed immediately in the attic to prevent escapes
via roofs. One guard will be posted in the stairwell on each floor;
he will watch the doors. Three men will be on the bottom floor. One
each will guard the front and rear house entrance, while the third
man will guard the entrance to the basement.
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‘ Member of occupation troops,
& Official of State Security Service.
& Inhabitants,

As a rule, all inhabitants will be herded together in a place
which can be easily guarded (yard, corner of wall). The owner or
janitor must indicate if all are present, who is missing and who does
not belong among the inhabitants,

Then the inhabitants are called up individually when it is their
turn to have their apartments searched. Doors which cannot be
opened will be broken open. The systematic search requires a lot
of time. In this case the specialists of the State Security Service will
render good services in various respects.

172

The presence alone of the hated and feared organ of the politi-
cal police will have a paralyzing and intimidating effect upon the
inhabitants.

The individual soldier, on the inside entirely disinterested in
the whole operation, is forced to greatest activity and harshness by
the presence of the representatives of the regime if he does not want
to run the risk of being considered politically unreliable.

The following will be searched carefully: small water tanks of
the various types of toilets, closets, suitcases, boxes, stoves, stove
pipes (suitable weapons cache), chimneys (hiding places for per-
sons), beds, ete. In addition, they will check the floors to see if they
have been tampered with.

Heaps of rubble, waste, wood or coal piles in basements and
yards will be probed.

Closing Remarks

If two enemies fight each other to the last—and this is always
the case when an ideology is involved (religion is part of it)—
guerrilla warfare and civilian resistance will inevitably break out in
the final phase.

The military expert who undervalues or even disregards guerrilla
warfare makes a mistake since he does not take into consideration the
strength of the heart.

The last, and admittedly, most cruel battle will be fought by
civilians. It will be conducted under the fear of deportation, of execu-
tion, and concentration camps.

We must and will win this battle since each Swiss male and
female in particular believe in the innermost part of their hearts—
even if they are too shy and sober in everyday life to admit or
even to speak about it—in the old and yet very up-to-date saying:

“Death rather than slavery!”

Bern, March 17, 1958 The Author
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