




































































































































Oper.ational Aren of Informera 
2. Clearing up Questions of 
Opinion and Technical Problems 

"opinion": 
of their own police 
of their own occupation 
troops 
of their own 
administration 
in the faotories 
( working class) 

work enthusiasm 
(production) 
Sabotage/passive re· 
sistance suppy of 
population 

B. Recruiling 1 

What is the public opinion of 
the population (masses): 

what is the attitude 
toward the "system'' 
what arc the reactions to 
the various mensures 
takcn by the occupation 
forces (dismantling, 
terror, etc.) 

The State Security Service will thoroughly investigatc the past 
and present: of those people who seem to be likely prospects as in· 
formera. Above ull it is essentiul .to_collect muterial with which he 
may be able to blackmail the victims at the uppropriate mo'ment. In 
this respect not only political opinion but ulso one's privatc !ife arc of 
interest. 

The following ure points which arc of special intêrest to the State 
Security Service: 
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Does he have de bts? 
Does he have other linancial difficulties? 
Does everything work weil in his marriagc or is there a possibil· 

ity of black ma·il? 
Does he have a girl friend? 
Oid he commit a foolish act so mctime in the past which is cure· 

full y hidden from his present assoc ia tes? 
Is he extraordinarily .ambitious? 
Is he bitter, dissntislied .and on bad terms with society? 

Finully, the are recruited as informera: 

l. Politically incrimina ted persona who arc 
given the choice of either working for the State 
Security Service or heing liquidatcd. 

2. Fumilies of politien! opponents under arrest 
and imprisoned or in concentration camps. ln this 
case both Lhreuts <and temptution are uscd by prom· 
ising execution or torture in ouse of refusal or 
eusing conditions ()f imprisonmenl or even reloose 
in case of cooperation. 

3. People indulging in tax evasion, the black 
market, etc. 

Lt . Criminals who arc p:romised rclease from 
prison or no sentence. 

5. Sex.ually abnormal persona 
6. Alcoholics 
7. Drug addicts 

8. Those lacking character who are willing 
to do anything for moncy. 

9. Idealists who have fallcn {()r the "system" 
and are so blind ideologically that they ore willing 
to pcrform even the dirtiest jobs. 

C. Defense Against 1 njormers 
Passive measut-cs used ugainst informera: 
Discuss confidential" subj ects only in closcd rooms never in a 

streetcar, railroad or restaurant. Speak onJy with persona whom you 
trust and whom you have known for years. 

When a third party arrives change the subject in an incon· 
spicuous manner. 

By maintaining a persistent silence in public the beat source of 
information for informera will dry up. lt casier f()r them to pick 
up pieces of conversation in public thon to infiltrate a group of 
people known to each other; in this group .a personal almosphere 
exists where an individual's thinking and pust ·are known to one 
another. 

Active mensures to defend ugainst informers: 
The meeting place for an informer is never located in the head· 

quarters of the State Security Service but alwoays in sorne plain 
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restaurant where inlormers can come and go without being r ecog­
nized or drawing a ttention. lnsurance agencies, travel bureaus, etc., 
are very suitahle as meeting places since in the constant stream of 
people, info rmees will not draw undue attention to themselves. 

Locute and observe these meeting places. 
Attempt to identify informees and thereby neutralize them. 
Insure that the ir identity is made known to the population 

through the use o( wall posters, handbills and rumors. 

13. How to Mect the Danger of Being Overheard. 

Modern construction methods wi th ü s minimal wall thicknesscs 
generally increases the chances of listening in. Prior to a conversa­
tion, close doors and windows. 

Do n e>t spcak in those r ooms of your home which adjoin a 
ne ighboring apartment o r the stairwcll. Y ou th us prevent involuntary 
" overhearing" of your conversation but also 111 deliberate "listening" 
by your neighbor. 

If you have roomers or if you possess only one room turn on 
the radio. Its noise will drown out your conversation and prevents 
being overheard. 

If you feur thot your home is bugged by the State Security 
Service, turn on the radio prior to secret d iscussions. Select a station 
approvcd by the enemy and turn it up t o full volume. Any micro­
phones will thus only pick up the noise of the radio. 

Apart from thut, do ne>t fea·r t he danger o( bugging too rouch. 
Microphones are seldom used for obvious reasons. 

14. Behavior During Interrogation 

If severa] officiais o f the St.ate Security Service knock you down 
in the interrogation ccllar, do not remain in their midst. This way 
they cun ail hü you a t the sorne time. Attempt to reach a corner of 
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the room. Thus only two or three men can strike you al the sorne 
time. The rest wo uld only hinder each other. 

Do not atlempt to remni n upri:;ht as long as possible. P lay the 
r ole of the " dead" or "seriously in.j ured." Full down on the Ooor 
and roll over onto you r stomnch. Your sensitive orgnns are thus 
in the center of a protective rib or bone cage. Kicking and clubbing 
will cause le s damage. In add it ion pull in your ch in and nttempt 
to protect you r kidneys by p ressing your elbows against your body. 

Alwnys unswer in a vague and indeterminate manner. The basic 
ru le to follow d uring un interrogat ion is: "To say as little as possi­
ble." Keep in mind that the police cannot reud your thoughts. They 
will blind you with g la ring lights while the interrogat ion o ffic iais s it 
in the durk. 

Deny and refute cvcr ythiug, even when the accusations can be 
proved. At leu t you will make propaganda this way. 

Avoid mentioning numes. Since you ure considcred a "state 
en emy ," cveryone whom y ou know will a Iso be suspected a potentia l 
en emy. 

Holle rin~, threats and mistreatment arc among the methods used 
by the Swte ecur ity Service. You mu t rca lize this. 

Do not be deceived hy " friendsh ip" o f the State Security Serv­
ice. This is only a techn ique used to th row you oiT your guard. The 
interrogating officiais will ho w thei r true face soon enough. 

Y ou con ex peel the following : solitary con.finernent ; confine­
ment in cla rk cell ; und co nfinement in ' 'smn ll cells," called " upright 
coffins," which prcvcnt you from itli ng o r ly ing cl own. 

You will be p rcvcntcd from goi ng to slccp by guards who will 
urou e yo u ench tirric you begin to fa ll a Jeep. 

You can expect genera l mistreatment, such as bcutings, removal 
o f teeth, extract ion of fi nger and toe nu ils, being dabbed with a 
1 ig htcd cigare tte, etc. 

They will a ttcmpt to dcmora lizc you with horrible news, hunger, 
cold o r thirst. 

15. Behavior in Forced Lahor Camp (Concentration Camp) 

A. Organization 
By order o f the camp administ ration, a " barracks senior" o ften 

hus to be sclect.ed for each barrocks; somet imcs a "camp senior" has 
to be designated a lso. \Vherc this is not the case you must do this 
on your own si nce by building un o rgan iza tion omong the prisoners 
you can improve the living conditions considerably. 
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The net tlms installed by the camp administration for t~hnical 
reasons (contact with inmates) has to be useà by you for your own 
purposes and even secretly improved. 

Y ou must distinguish between: 
Camp net (comprises the entire camp) and 
Barracks net (comprises the v.nri ous barracks) 
ln camps with Jess control you are able to build both nets, 

whereas in c.nmps run with strict discipline you con only institute 
the bar.racks net. 

ln the barracks net the chief is the "barr.ncks senior ." His nids 
are .the confidants of the barrocks inmates. 

In the camp net the chief is the "c.nmp senior." His oids arc the 
borracks seniors. 

The borracks or camp seniors are responsible for contact between 
the masses of inmales and the camp administration (accept orders; 
submit requcsts; i .e., obtain permission to write letters, receive 
mail, visits, permission to smoke, etc. ; submission of protests and 
complaints pertaining to treatment, food supply, billets, heating, 
hygiene, etc.) 

Assign as many missions os possible in the secretly organized 
net. By virtue of the fac.t thot one has an office (mission) and must 
help others, his own problems will recede into the background. The 
more people assigned a mission in a barracks, the g renier the possi­
bility of maintoining the will to resist for long periods. 

B. General 

Take ca re of new arr ivais. They ..are naturally more demorulized. 
lnstruct new arrivais about the general camp conditions and appro­
priate behavior by a specially selectcd individual. If they are le{t 
alone their will .to resist threatens to collapse. Then the enemy has 
reached · his goal. As old inmatcs you have to take preventive 
mensures. 

You can maintain the wi ll to resist and morale by a variety 
of mothods: 

Build the above mentioned organizations .among inmates, in 
ordcr to strcngthen the feeling of solidarity and to improve living 
conditions. 

Spread truc news about the world s ituation so as to foster the 
belief in the victory of the good cause. Organize singing and dis­
cussion groups. 

Establish "package groups" in which each member will put his 
package .at the dispos ition of the group. Even the most lonely persons 
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will thus sha re in tobac:co products and additional food items and 
perhaps items of clothing. 

Trusted individuals will inform the inma tes .about the general 
political and military situation (sorne in formation will always filter 
through) ; issue instructions on behavior fo r the immediate future; 
issue d i r~Livcs on what will be discussed the following day with 
the guards during work (political convers ion ). 

Togcther with the political inmates a certain number of common 
criminals will be imprisoned a t the same Lime; they are to disturb 
the solidarity of the camp. You have to spot them soon and subdue 
them. They are very often informers. 

C. Details conccrning camp or barracks net 

Organization of medical ca re: 
ln many cases, the sick or injured are not admitted to the sick 

hay or arc returned to work loo soon because of maliciousness or lack 
of space. Withoul core givcn by comrndes, the will to live to instinct 
for sclf.preservation will be quickly snuffed out and d1ey quickly d ie. 

Organize a barracks .a id service. Y ou will, of course, lack medi­
cine, first aid material und instruments. But this is nol so important. 
The whole thing is rather a psychological problcm. If the sick or 
inj ured feels thal his society is taking ca re of him, he will muster 
in ner strength. 

Possible ways of helpi.1g the sick when lacking first nid material 
include: 

ln summcrtimc, g ivc him the coolest place; in winLerLime the 
warmest spot in the barracks. 

Quench his thirsL; if possible, give him addi.tional food items 
which the strongcsL have saved. 

Give him somcthing to smoke. 
Cool him off with wct cloths o r give him udd itional blankets 

obtnincd from .thosc in buLLer physical condition. 
Assign him the lightcst duties if s.ick individuals have to work. 
Take caic of him genernlly. 
In each barracks system is a former doclor, pharmacist, studenl 

of mcdioinc, firsl n.id man, or some other sui.table individual who 
can assume the role of a " nurse." 

Organizalion of Ministry: 
Ench will reach u point of low morale when the last hope for 

life sccms to disappear complotcly and a person is no longer able 
t o belicvc in the futu re. To copc with th is problem, Lhe prison corn· 
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munity has to 11tep in through the organization of a ministry service. 
For this purpose uAe doctors. priests, lay priests, salvation army 
members, etc. 

Y ou will not lack qualified personnel outlined above fo r they are 
always subjected to special hale campaigns by the regime and are 
the firsl ones to be thrown inlo prison. 
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D. Relationship lo camp guards 
Gunrds will ah .. ays consist of two types, sadists and the decent 

ones who only go along with everything because they are forced to 
do so but condemn an y excessive acts ; y et they must rem ain sile nt. 
Y ou must tnke advanlagc of this s ituation. 

Tactics : Drive a moral wedge in bctween the Iwo types of the 
camp guards. Method : Fi nd out who is decent. Talk with the gunrds 
1 primarily du ring work). 

lt is hammercd into the guards thal the inmates are the scum 
of humunity. By cxemplary fcllowship you must dcmonslrute and 
prove to the guards thal you are very decent people. Once this has 
succeeded you have won the first round and, at the same lime, you 
will have prickcd the belief of the guards in the infallibil ity of the 
regime. 

Never talk to a group of guards. Croups ure ulwnys more agres­
s ive and rncuncr th un individunls. In a group, the individual is first 
n " mernber o f un orgunizution"' and then only a "hurnan being." As 
urt irtdivirluul, howcvcr, Ile is primarily a " hurnan bcing" and secon­
darily a " member of the or;;n nizution." As a rcsult, always approach 
individu als. 

E. Passive resistance 

Passive resi tance and actions of protesls are, of course, very 
diiTicult t o implcmcnl. Ncverlhdess, even here therc ure severa! 
po sibilities. Oclow is un cxnmple: 

J r un in male hus bccn killod du ring an interrogation, "shot while 
cscnpin:;" or hus bûcn oniciully cxecuted, sing in the next few days 
"1 huc! o comrodc" oftcrt und demon lratively. The mean ing of the 
song will even be undcrstood by a guard speaking a foreign language. 

16. Pnt~eivc Rc~:~ i~:~tance 

General behavior 

Therc arc many types of passive resistnnce thal can be utilized 
by houscw ives, childrcn and the unemployed . 

H membcrs of the occupation troops or collaborators enter a 
strectcar, a bus or n restaurant, discontinue ali, even the most harrn· 
Jess, conversation und let cold s ilence take over. If you are tlllked 
lo directly, answer coolly and ns curtly as possible. Also pretend you 
have a date or urgent bus iness to lake ca re of in order to eut short 
the conversation and lcave. 
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... :ove • •uLurn tne greetmgs o t the enemy but disregard him on 
purpose. When he wanls to hold open the door or wa nts Lo help you 
gct in or out o f a vehicle, do not accept. 

Do nol take a place in the samc train compa rtment as the enerny, 
but rather stund in the aisle. If nccessary, change cars. 

If only a few pcdcstrians arc on the street, !cave the sidewalk 
and go to the opposite sidc when a member o f the occupation forces 
nppronchcs. Y o u con even ent ·r a stnirwell of n house for a minute. 
This technique is, o f course, only practical when not too many 
people a rc on the trcct and your hchuvior will be noticed. 

If the encmy is waiting ut n train sta tion, st reelcnr sta tion, in 
front of a movie or ut the thcater, stcp buck so thut a large c il.·cle 
will form in midst o f the waiting crowd; th is will makc him real ize 
the moral isolution to which he is subjected. 

W omen und daug hters : Whcn you are asked to dance by 
members o f the occupation force or by their collaborntors, refu e 
undcr prctcxt of bcing tircd, havi11~ 110 desire to dance, or being ill. 

In ali those places wherc you have collect ive electric meters­
not your private meter- burn us muny lamps .as possible a t ali times 
( for instance, stnirwcll , und cellurs). By y our increusi ng the power 
consumpt ion a hortage will occur thus causing bottlenecks in 
industry and transportation. S inco you cun not let the lights burn nt 
night bccause o f the strict black·out wi thout Cllusing a ttraction, do 
this duri11:; day time. This hus the uddit io11nl advuntu"'e thot it will 
coïncide with the peak hours of consumption by industry which is 
espccially effective. 

Behœuior during quarters requtsttzoning 
It is ver y unlikely thal the enemy will bitlet individual military 

personnel with the population. Fo r obvious reasons he will keep them 
together where they cun be casily controlled a11d protccted. 

If, howcver, co ntra ry to ali cxpcctutions, the cncmy billets 
personnel with the population or you have to accept a colluborator, 
proceed as follows : 

a. If he only hus one room in your home, disturb his sleep by 
playing the radio as loudly as possible. If the radio has been requisi­
tioned , have the children make an infernal :racket. 

Cali him to the telephone a t any odd hour of the night. The 
phone will then have becn eithcr hung up or he will have to listen 
to sorne derogato ry remurk. Mobilize ali of your acquuintances for 
these culls. 

b. When he has his ow11 place, ring his bell unytirne during tho 
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ua J v t ' " t;m . J" usu m tne oeu outton und squeeze m a match so that 
it will stick in the bell and thus ring continuous-ly. It is very un­
plcasant to be awakened up out o f dccp sleep and have to run down­
stairs from the fo urth Ooor in order to remove the disturbance. 

Alwuys throw pieces of paper containing threats and reproaches 
into his muilbox. 

Cali him a l any time of the day o r night. Critic ize him on the 
telephone und ultempl to inAuence him politically. He will have to 
aceeJ)L the calls whether he wants to or not since he never knows if 
il is a coll from his office or hcadqu.arters. To hcar night uftcr night 
tha t one " will be picked up" and that "one will rcceivc the bill for 
paymcnt" will tear even the strongest nerves of a traitor. 

c. How to mukc his fi fe more difficult in still other ways : 
A mailman sho uld damage his mail on purpose (lctters, news­

pnpers get wet or wadded up and parti ally torn ; let packages fa li 
into the mud ) . 

Luundry personnel sho uld nol wash his clothcs dean or iron 
them niccly. P our bleach into the wash water so .that c1othes will 
suffer unduly. If you don' t have thcse rneans, leuvc his clothes in 
the washin"' machine tllree or four times as long as r equired. 

If you., a re unfortunatc enough lo be a forccd laborer in one 
o f his laundrics, you <; an hurass the cncmy most by excessive use 
o f soap and soap powder. They a re items aJw.ays short in supply, 
thus rationed. lnsufficient rinsin~ will soon lead to chemicul damages. 
lroning with a very hot iron will affect linen adversely. But watch 
out! T oo much hcut will brown the material .and titus betray your 
intentions. Here, the same as uny other place, dte main problem is 
'liant one cnn " blunde'r" O{tly to the extenl thal merehandise or a 
piece of work will just slip by in case of a check. 

Doctors, pharmacists, druggi.sts, nurses, etc. 
The above will treal and supply medicine to people who have 

jo ined the underground. 
Always " ive the appcarancc of using more medicine and medical 

s upplies than° is really nccded. Put aside the "surplus" and have it 
transported secretly to the gucrrilla units viu the resistance move· 
ment. 

rr arehousemen (food warchouses, fuel depots, etc. ) 
Distribute "oods located in the central depots. Prior to arrivai 

o f occupation tr~ops, distribute food und fuel to the civiliun popul?­
tion. Otherwisc .the enemy will seize the depots and use them for hrs 
Lroops and/ or industry. 
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The individus) housewife will be able rto easily hide the small 
portion given her. 

Administration oflicials 
Perform each job in as complicated and time-consuming manner 

as possible. lncrease the use of office materials. Misplace, hide or 
destroy personnel records. 

Frequently interrupt telephone conversations with members of 
the occupation force by hanging up on ùtem. Only call back after 
five or .ten minutes and excuse yourself profusely, cxplaining that 
you had bccn eut off. 

Word directives and orders ambiguously. Cause controversy 
over the competence of employees. 

Personnel officials 
Cause personnel lists to disappear. By doing this you will make 

it difficult fo.r the enemy ·lo make up lists of persons to be used for 
fore<:.-d labor and deported, or to ascertain degrees of relationship 
during the arrest of clans and a rrest of hostages. Execution or de­
portation of family members, reJ.atives or .acquaintances in place of 
fugitive assailants or saboteurs). 

Town oflicials 
Town officiais can steal blank identification cards. ID cards 

manufacturcd and issucd by .the coemy oannot be stolen by the 
thousands during ·an opportune moment. Otherwise you will run the 
risk thal the occupation power will void the entire issue; thus your 
efforts and risks ·tuken may have""been in vain. Police officiais and 
town administrations must, tberefore, put aside continuously small 
quantities (threc to four pieces at one time) so that the loss wiLl be 
urmoticed. By means of a liaison man they are then passed on to the 
resistance movement which, in turn, will pass them on to the counter­
feil section for "processing." 

Passpor.ts, personal ID cards of a ny type, identification papers, 
etc., of deceased persons may under no circumstances be returned to 
the issuing office even if <this is required by regulation. If necessary, 
make up excuses. For instance, you did not sec one or the deceased 
has never mentioned the existence of such a document. The enemy 
will be unable to check on these sta.tements; the dead are silent for 
ever. 

Pass ail these documents on to the resistance movement which 
can use them as a basis for new documents (change of names, dates, 
stamps, photos and description by the counterieit section). 
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The necd for counterfeil documents is enormous to provide 
"cover" for those who have gone " underground." 

Uniformed Railroad Olficials 

Give one of your uniforms to the resistance movemenl. It will 
allow them lo conduct ra ilroad sabotage more inconspicuously if 
disguised as ra ilroad employees (casier approach of .targets, better 
chances to reconnoitre). Llbel freight cars incorrect! y. Direct freight 
cars to the wrong destinations. Load and unload cars slowly. "For· 
get" where cars are located. 

Uniformed postal, telegraph and telephone olficials (for instance, 
mailmen) . 

Give one of your uniforms to the resistance movement. Disguised 
as mailmen, they wi ll be able to place underground newspapers, 
leafiels, etc, in the mnilboxes of clients without causing suspicion. 

ln addition, people disguised in uniform are bettcr able to 
approach telephone swilchboards, etc., lo commit sabotage. 

Postal employees 

Postal employees can " lose" official mail, forward official mail 
to wrong addresses or intenlionaJly delay or re-address official mail. 

Bank employee 

Bank employees can spread the rumor tha t a currency reform 
is imminent. The cnsuing wave of purchases and accompanying 
disturbances of ali types will be of great nuisance to the enemy. 

Telephone opercuor cu· swilch boards 

Do not lake calls from offices of the occupation troops. Make 
bad connections so that they can only be established with effort which 
will cause general annoyance. Oisrupt connections in the middle of 
conversations. If necessary you can olways make up sorne sort of 
excuse ( " tcchnical dcfect" ) . 

Police oJ/icials (Search personnel and uniformed policemen) 
General: 
The enemy will allempt .to take over in ils entirety the existing 

local police organizalions and use them for hjs purposes. Primarily, 
the local police will: regulate traffic the same as bef ore; fight against 
crime (common criminals, not political ''criminals" ); continue the 
administration of penal installations containing crimjnals. 

Jndependenl from the local police forces, the occupation power 
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will institutc its own police apparat us for ·lhc political scctor by organ­
izing .the State Sccurity Service and an informer net. 

The enemy will establish prisons and concentra;tion camps for 
political prisoners ("State enemy," "Terrorists," "Peoples' Enemies," 
"unteachable grumhlers," as they are so beautifully described in 
his terrninology) . 

However, the enemy higher police headquarters will always use 
the local police for certain missions and support--depending upon his 
estimate of the degree of reliabiJi.ty of the local police force. This will 
happen especially in the criminalistic field since the State Security 
Service will possess only l imitcd capabilitics and is composed more of 
sadists than of criminologists. 

During this forced and rcpotitious cooperation oi our former 
security .and criminal investigat ion police force with those of the 
enemy a ser.ies of .possibilities exist fo r sabotage. 

Possibilities for sabotnge : 
a. For uniformed policemen 
As .a member of a selected corps, knowing weapons and weil 

trained physically , y ou should belong to a gucrrilla detachment wh cre 
you c.an render good services. If for special reasons you have not 
been able to join one of these detachments, net ns follows: 

( 1) W nrn persons y ou are to arrest o r of wh ose imminent arrest 
you have knowledge. 

(2) Give one of your uniforms to .the resistance movemcnt. 
Phony policemen, disguiscd in uniforms, con obtain en­
tronee .to a prison, for instance, and get our arrested re­
s istance fightcrs " legally .... 

(3) During firc fights with saboteurs or fugitive political pris­
oners, your weapon will jam or you will be unable to hit 
anyonc. You can daim that you nlways have been a poor 
shot. 

Y ou also can quickly run out of ammunition. Hide the majority 
of arnmunition you are carrying with you. 

At an opportune moment during fire fights, fire in the backs 
of the enemy police or mili tary elements with whom you have to 
cooperate. Afterwards, the enemy will hardly find out by whose 
bullets his personnel werc killed. With his weil known ruthlcssncss, 
it is unlikely thal his own people will be that valuable to him. 

During an engagement, fire upon your own parkcd vehiclCS'­
squad, prison, and radio c.ars. For it is impossible to provc that it 
was your own bullets and not those of the enemy. 
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Saho ta~e, for instance. corrlon!l by pretending not to pay atten­
tion which will nllow the break-out of encircled resistance fighters. 

Collccl ammunition at nny opportune moment so that you will 
have a large private cache when you join a guerrilla detachmenl. 

Possibilitics: 
When on putrol open fire upon imagined saboteurs. But only 

li re lwo to threc rounds to cause the weapon to become dirty; aftcr­
ward you will clenn il at the police station white complnining. Rctain 
fi vc or six rounds as "cxpendcd" and hide them. Y our pntrol partner 
can vouch for the firc fight. ln addition, shots were heard. 

During largcr engagements in which you participnte, expend 
aJmost no ammunition at ali and retain it and hand grenades. Also 
nllempt to hidc wcnpons. 

ln cooperation with docto rs have them issue Ialsc certificatcs 
of accidents so thal injured resistance fightcrs can be legally ad­
mittcd to a hospital and treated disguised as " victims of traffic." 

b. Drivers nf police vchicles 
As driver of a pol ice vchiclc yo u will makc your vehicle tcm­

porari ly uvailable lo the rcsi lahce rnovcment. A police car is an 
ideal vehiclc to transport wcapons, ammunition, explosives, lcaJTcts, 
undcrgrouun newspnpers, rad ios, etc. There is no bclter cover than 
a police vchicle. 

Pcrsons in da n~cr wh11 ca nnut CX J>O c themsclvcs in public any 
more cun be inconspicuously t ransported to sa fcty and are relatively 
sufe by pos ing us prisoncrs. 

Therc will be many times when you arc aJonc in the vchiclc 
and, conscquentl y, will be able to use it to aid the resistance movc­
menl. Y our cfTort wi ll bc.facilitatcd if your collcagues und super iors 
i~norc your ucti vitics. 

H you huvc to drive your sq uad car with a single detnchmcnt 
in to operation ugui nst the underground, sabotage the operation by 
u variety of rncans. Pretend lo have difficulty in starting the engine. 
Takc a circu itous roule to the objective o r gel !ost. You may claim 
thal the bluckout confuscd you. Have a minor accident by running 
into n light pole o r· u telephone pole, or firc hydranl. The blackout 
can serve agnin as an excuse. 

c. Prison wardcn 
Allow political prisoners to escape whenevor this can be donc 

without attracting attention. 
If y ou notice thot people possessing fa Ise passes, 1 D cards 

and orders, want to pick up political prisoners, look the other way. 
At a latcr pcriod, you may decm it ncccssary lo join a gucrriUa 
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aetacnment or to go completely .. underg r<> und" witb the resistance 
movement in order Lo a void being arrested. Before -leaving, allow the 
poli tical prisoners to escape. 

Make a wax impression of the keys. But do not take the keys 
along otherwi e the enemy will change the Iocks. The resistance move­
ment will be grateful :for the wax impressions. Take along us many 
weapons, ammunition and uniforms as you possibly cun. 

d. Police radio operator 
Info rm the resistance movement of everything of interest to 

them which you may have been able to monitor. 
Jf, at sorne g iven point, you. have to go " underg round," atlernpt 

to take equiprnenl along. H necessary, help stage u raid by mcmbers 
of the res istance movement who will be disgu ised us policemen. The 
r eal offic ia is who will only pretend to resist. 

e. Criminal investigation personnel 
Remove incriminuting evidence from the scene of acts o f sabo­

tage or assass ination attempts. 
Misleud elements o f the enemy Stale Security Service. For in­

stance, biarne the incident on ·a traitor who will then be neutralized. 
Misplacc, steal and destroy any evidence. Warn persons who become 
suspects. 

Prie$lS 
Destroy or hide a li lists o f religio us groups and associa tions in 

your possession ; otherwise they will be used by the enemy to draw 
up lists o f individunls Lo be held as hostages and to be deported. 

If activities such as church ser-vices, baptism rites, communion, 
conftr mution, etc., arc prohibited by the new d icta tors- which will 
hnr•pen fo r certain sooner or Inter- Lake up a " fictitious profession." 
The most desirable cover would be one which would a llow you to 
travcl a great deal such as an e rrand boy, a meler reader for gas 
and clectric companies, (und raiser for any orgnnization, an insurnce 
agent, etc. 

Y ou will thus be able ,to continue your ministry " under cover" 
simply by visiting the people individually inslead o{ having them 
come to your church. They will also feed you and support your 
family so thal you will be able to select the " fictitious pro fession" 
bascd on above rules without having to take into consideration the 
salary. 

Kindergarten nurses, leachers 
Witho ut doubt you will have the most difficult task. On one 
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hund instruction material such as new school books and schedules 
are strict ly regulatcd and supervised by the occupying powers, and 
on the other hand you a re in a key position in which you should 
sabotage enemy effo rts more thun anyone cise. This is a fight for 
the mind of the youth. 1 cnn g ive you little advice nt this time. 

E ncmy efforts will concentr,ate prirnarily in the following areas : 
(1) Children will be i nstructed Lo report uny unfriendly r e­

marks made about the regime. The final goal is to have an informer 
(the child) in ench family so thal parents and sisters and brothers 
will be wutched. Possible counler-measures: Emphasize und cultivate 
the family's feeling of loynlty to one another. 

( 2) Attempts will be made to misreprescnt and change history. 
(3) Efforts will be made to degrade and neut ra! ize ali former 

democratie inst itutions and p rinciples. 
(4) The enemy wi ll supplanl in truc tion in citizenship with his 

own idcology and party doctrine. 
(5) Ali instruction such as reading, writing, a rithmetic, history, 

gcograph y, etc., will be systematically sa.turatcd with politics. The 
fi rst wo rds which the young studcnt will spell or write will be party 
sloguns of the enemy. 

(6) Such words as pcace, freedom, dernocracy will be so twisted 
und d isto rted thot the younger generation will no longer know whnt 
they really mean. 

(7) The occupation power will fo rce students to learn its lan­
guage. 

(8 ) Relig ion will be ridiculed. Attempts will be made to dis­
provo religious belicfs by dishonest p resentation of scientific fac t. 

19) A personulï"ty ct.tlt will be developcd and nurturoo. 
Counter such mensures by cultivating the ability to judge c riti­

cally and emphasizing humru1 values, such as loyalty, friendshjp, 
readi ness to help. 

I am Jully m\'are thal 1 did not olier many concrete solutions . 
Ho wever , with mere general phrases you ,are not offered any help. 
As mcntioned above, thjs is the most dillicult and oa lmost the most 
important p roblcm. lt the refore stands to renson ·that you should 
think nbout these questions thoroughly and discuss them with coi­
Jeagues. Perhaps you will find the solutions which 1 am unable to 
offcr hcrc. A group often finds a solution more easily than an indi­
vidual. 



Engineers and technicians in industrial pl<Jnts 

Make mista kes during construction. lnstitute changes at the onset 
o f moss production. M ismanoge the supply o f spore ports. 

Employees in plcnts and shops 

Work slowly. Turn out poor q uality goods' .and producc many 
rejects. Take a break often. T reat machinery, installations and engines 
carelessly. Cause excessive waste. Use excessive q uantities of water, 
power, fuel and g rease. Take excessive sick lesve. 

Engineers, architects, and builders 

Make excessively hign estimates of materials needed which are 
in short supply s uch as cement, reinforcing rods, etc. Charge the 
hig hesl priees possible. Ex tend construction pcriods as long as possi­
ble. Coopcrate with your colleng ues in this effort. 

Construction workers 

If you ha ve Lo bwld fortifications, obstacles, .billets, ronds, etc., 
for the cnemy, you will be able to mix in considerably more cement 
than necessary for the rcqu iremenl can be calculnted exactly. Cement 
is nlways in sho rt supply and a systemalic great incrense in consump­
tion wo uld incvitably lcad lo shorlnges for .the enemy. On the olher 
hand, you can reduce the quality of the .product by adding Loo little 
cement. 

When pulling insufficient q uanl ities of cement into the concrete 
lo weaken the structure, .throw the remaining cement .away in ordcr 
to g ive the appearance of having u~d up the calculated amount and 
to preclude a reduction in amounl of cement allocatcd for the project. 
Work as negligentJy, slowly, .and poorly as possible. 

Taxi drivers 

Always use a circuitous route to get to the destinatio n to cause 
the enemy the g reatest Joss in time a nd highest cost possible. P re­
tend not to be familiar with the route. 

When enemy personnel ind icate they a rc in a hurry to make a 
train or attend u meeting, fake a brenkdown a nd cause him to be late. 

Streetcar conduclors and bus drivers 

Close ·the doors in front of the nose of occupation personnel and 
the_ir. followers when th; y atternpt to enter. Ignore enemy personnel 
wa1tmg al bus stops. Keep on d riving. l gnore the enemy's s ignais 
to stop the streetcar or bus when he wants off. Y our fellow citizcns 
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will gl.adly walk bock or wail for the next bus or streetcar if the 
enemy can be harrassed. 

V ehicle mechanic 
There are many ways in which you can impair the effectivcness 

o f the encmy's veh iclcs. Set the engine to incrense gasoline consump· 
tion. When chang ing oil, secretly fiJI the crnnkcase with old o il. Fill 
radiator with insufficient a mounl of anti-freeze. Make out oil and 
grease tickets incor rectly so as to cause increased oil and grease con· 
sumption or usage of the vehicle. Gresse veh icle badly or not at aU. 

Gas staliort alterulcnl 
Throw s ugur into the gas tank which will rcsult in a breakdown, 

search for cause of breakdown, and an unpleasnnt rcpair job . 
When filli ng tanks out of sepa rate canisters, pour diesel oil into 

gasoline-operated vehicles and vice versa. This r esults in breakdown, 
unploosant repuir jobs. As 1111 excuse, you can say you simply made 
·n mistake in the cans. When checking tires, put in too much or too 
li ttle air. In one case the wear of tires will increase, in the other the 
suspcn ion system will be strained loo much. 

Artisan 
When you are called up for a repair j ob, pretend you have 

loo much work on hand and put o ff the job as long as possible. Only 
use infcrior mater ial. Charge an exhorbitant p riee. 

Oumers of radio shops 
Ali radios wilt be confiscnted by the (.; Il emy sooner or la ter . 

Conseq uently, you must 'put oside a stock of spore par ts which will 
be needed by the resistance movement and g uerr illa un its. 

Hidc ali portuble radios; this con be easily donc due to their 
small size. Also stock up on batte ries for the same. 

Salesgirls in grocery stores 
l ntentionall y overlook mcmbers of the occupation forces and 

collabo ralors to cnusc them to complain in order to be served at 
ull. If you have to answer for your behavior, present profuse ex· 
cuses in order to repent the same taclics with the next member . 

Make a point to t;ive them the worsl o r everyth.ing, such as 
pa rtia lly rollen f ruit, vegetables, salads and the smallest pieces o f 
meal, bread, etc. 

ln tentionally damage any me rchandise he requests. Squeeze fruit 
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before packing it. Put down paper bag heavily on counter, so thot 
fru it will be bruised and ·thercfore spoil quickly. 

Salesgirls in departrnent stores 
Soli him impractical articles auch as souvenirs, watches, jewelry, 

clothes, shoes, etc. Sell him dumaged or faulty merclwlndise or abjects. 
Damage merchandise or abjects he buys prior to packing them. For 
instance eut into a piece of elath, put gresse or point on it. Assert 
thot certain items he asks for a re no longer in stock. If he proves 
the contrary, indicate y ou are sorry y ou made a mistakc. 

Cateri"g business 
(1) Wnitcrs and waitresses in hotels, restaurants 
Continue .to ignore the encmy so that he bas to complnin in 

order to be servcd at ali. Take his order as inattentively, slowly and 
indifTerently as possible. Always give him the worst of everything 
auch as the worst wine at the highest priee, etc. 

(2) Owner 
Encourage your personnel lo act as outlincd above by ignoring 

complaints of the enemy. Assign ·foreign military personel or lraitors 
the worst rooms you con. 

There are problems and dangers for artisans and shop owners, 
butchers, bakers, department stores, tailors, shoe repairmen, repair 
shops, who haross the enemy in ways mentioned above. 

Ail of the above procedures of passive resistance will only be 
successful when ali shop owners and ·artisans cooperate so that the 
enemy or his followers cannot s implf run to a competitor. 

Y ou must ali present one solid front. He who fai ls to cooperate 
with this front because of greed shall be cons idercd a oollaborator 
und will be called to account for his actions after liberation. 

The temptation. for the individual to profit greatly by this 
"voluntary elimination" of competition and to be the only one to 
do n lucrative business is very grent. 

The resistance movement must clearly expluin to these egotists 
thal such activity is treason and thot nothing will be forgotten nor 
forgiven. 

F'armcrs 
l n the " occupied" arca, a dclivcry quota will be very quickly 

imposcd. Deliveries of grain, potatoes, fruit , dairy products, pigs and 
cuttle can be cstimated accurately which will prevent you from 
concealing almost unything at ali . However, overproduce as much 

as possible in othcr scctors such us garden vegetablcs, sheep, goats, 
chickens and rabbits. 

Use thcse surplus products for the gucrr illa units as well as for 
personnel gone "underground." The finance section of the resistance 
movcmcnt us weil as hcadquarters of guerrillo units will pay you as 
much as they possibly can. 

In temporarily "liberatcd" areas delivcr the cntirc harvest volu n­
tarily to gucrrilla detachments. l.t is better to have it in the hands 
of our own people thun to have the enemy profit by it. H you don't, 
cvcrything will be confiscated by the cnemy under the pretext "of 
hav ing helped the pa r.tisans" once the guerrilla units are forced to 
leuve and your aren becomes enemy occupicd territory aguin. 

Retain only who.t you need for yourscl f (sclf-supply, seeds for 
coming year. ) Y ou can al ways claim thot the harvcst was tuken 
away by force by the part isans. 

Hurvcst time is also timo for a "major offensive" by the 
gucrrillu units who will attempt .to liberate as large und as rich un 
arca as possible to prevent the cnemy from gctting the harvest and 
at the same lime incrensing their own supply fo r the coming winter. 

lt is obvious, of course, that you must assist in these efforts. 
If your aren is under cncmy occupution, slow down the harvest in 
hopcs thal a guerrilla unit wi ll arrive in lime to take the gra in or 
producc from the encmy. 

Speed up the harvest if you arc in a "liberated" aren so thut 
it can be storccl and the surplus given 10 gucrrilla units so thot they 
can hide il before the cncmy begins a counter·ofTcnsivc. 

Makc your own ~ransporta ti on means available-horses, tractors, 
cart5'--to t ransport ha rvest surpluscs to guerri lla caches und depots. 

" l nfiltralion" of Armcd Party Organizatio11s 

The encmy will soon creole an armcd factory mil itia in im· 
portant industria l plan ts, the transportation system and. administra· 
ti on. 

ln thc ir effort to crcate a "rnass organization" and to flatter the 
foreign dictator and master with imprcssive figures, the new powers 
will be unable to find sufficient members really truc to the party line. 
Consequently, they will be forced to .lill their thin ranks with many 
others le s dedicatcd and politically rcliablc. 

Herc you will find great opportunities to infiltrate the enerny 
organization. 

Leading positions us weil as membcrs of crew·servcd wenpons 
will, based on past experience, always be filled by absolutcly de· 



pendable parly members, whereas the unreliahle will he nssigned 
lower missions such os ommunition beorer, rifle men, etc. 

By infiltrnting memhers of the resistance movement into these 
.armcd Jighting organizotions of the party, you will be able to do 
the foll owing during a dec isive hour: 

(1) Dispose of weapons Md nmmunition; 
(2) Rcduce the fighting strength of these units by mediocre 

cooperation ; 
(3) Be info rmed of their mensures and thus reveal and thwart 

them ; 
( 4) Shoo-t the "party fonatics" in the back nt an opportune 

moment and then join the population. 

Fin.al remaries 
During passive resistance the individual )ncedle prick is useless 

as such. However, thousonds such pricks together will create un­
bearable conditions for the enemy. The decisive factor is to unite 
the citizenry and to mointain resistance over a long period. 

Each Lime you ore able to perform n jobbing operation you 
will feel a small triumph and notice thnt after ali you are not so de­
fenseless. Thcse smoll personnl victories will increase your fighting 
spirit and will to resist. 

Do not forget the first and foremost rule: "Seek connections 
with und support of persona thinking the snmo as you. He who is 
loncly and isolntcd will !ose his belief in his own strength and in the 
victory of the good cause." 

The enemy will be in a position, of course, to make passive 
resistance more diflicult by increaséd control. However, he will be 
unnble to eliminatc it completely. Only when a supervisor is ploced 
bchind each working member will the coemy be able to forestall 
this resistance. And even then you succeed. 

17. Sabotage 

. During sabotage it is of importance to be .able to get to the 
henri of the installation. The s implest way is to obtain a suitable 
job. SomeLimes you will be able to inAuencc workers to carry out 
sabotage, other times you will have to infiltrate memhers of thè 
resistance movement into Ù1e target aren. 

lndividuals in administrative und office capacities can best 
hinder the cnemy by a "slowdown" campnign. This is relntively 
sa fe. The work pace is' s imply reduccd drasticnlly automatically caus­
ing a reduction in the production output. 
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ln highly industrializcd, automoted plants where the pulse and 
tempo of the production p rocess ore diclated by the machine, so to 
Sfleak, deloying tactics are difficult lo apply. On the other hand, you 
w'ill find many opportunities to sabotage machinery, and instruments . 

A smoll breakdown will bring the entire highly complicated pro· 
duction 1>rocess to a stondstill. 

General sabotage possibililie.s 
Activale air raid sirens through sabotage. The Ialse alorm will 

have everyone running to uir raid shehers and will inter.rupt the 
entire public Hfe for hours. After the ali clear signal, you will then 
return sl<>wly to your job in order to w.asle as much time .as possible. 

Tnke odvanl-nge o f a chnos alter air raids. After air raids you 
will be able to destroy important machinery and uppliances which 

Direct,& methocl 

· Sabotage of 
mnchinery 
and applinnces 

Indirect method 

~ 
Sabotage of 
transportation 
routes to delay 
die transport to 
and from the 
pJ.ant o( rnw 
malerials and 
finishcd products. 
Sabotage of 
power neL 
Sabotage during 
extraction or 
production of 
raw mnterials. 

Misdirccting 1 
urgently needed 
materiols, spnre 
parts, etc. 

Reduces quality of products. 
Prod uce numerous rejects. 
Miscalculations. Foulty 

deo;gns. 1 
Sab<>lenge on finished 
products is especially 
effective s ince they represent 
many working hours and 
rnuch material. 

Especiolly effective in case 
of decentrnlized production. 
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have survived ·lhe attack. You can do this during the general con­
fusion under the cover of a.Uempting lo render assistance. You thus 
will be able to get to important targets which normally are out of 
your reach. Demolition and lire fighting personnel of the resistance 
movemenl .are able to carry out missions of destruction during and 
aCter heavy night bombing attacks. 

They ma y disguise themselves in uniform or coveralls of the 
fire department and civil air de fense organization. These missions 
will go unnoticed and thus unpunished in the general chaos. Raids 
and nttacks oan also be oonducted at this favorable Lime. 

Prisons that have been damaged oan he attacked hy raiding 
patrols of the resistance movement to Iree the prisoners. 

18. Raids Conductcd by the Civilian Resistance Movcment. 

ln certain exceptional cases •the resistance movement will have 
to resort to r aids. lt may be necessary to frce imprisoned resistance 
fighters from police stations, interrog-ation cellars and, if necessary, 
even prisons if the danger exists that they might reveal important 
facts under torture. lt also may be necessary to free hostages, capture 
files or dcstroy key industrial installa tions and transportation facili­
tics. 

Organization of Raid: 
Phase One: Preparations 

Since the State Sccurity Servjce will search for the participants 
of the raid, ali must have an aJibi for staying away from work with­
out a~tracling atlenti<?n or suspicion. P.retending to be ill is the bcst 
way. Symptoms of illness reporled to the office of a plant by co­
workers must later coïncide with the doctor's report issued by a 
doctor bclonging to the underground movement. 

ln a larger city the sewage system will have to be prepared as 
a hiding place should things go wrong. lt should be stocked with 
food, beverages, firsl aid equipment, ex.tra clothes, .ammunition, maps, 
etc. 

A detailed .reconnaissance o{ target area must be per{ormed. 
Routes of withdrawal must be dcsignated .and prepared. 

Phase J'wo: 
Fire support clements must lake over houses neighboring the 

target. For this purpose uparlments and shops may have to be rentcd. 
If necessary, .fire suppor·t elements may have to occupy these plac-es 
severa! days before the operation and live there. 
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UJsassembled submachinc guns, light machine guns, assault 
guns, pistols, ha nd grenades and ammunition can be transported to 
the selccted positions in briefcases, tool boxe , or suitcases. 

A courier service must be organized; women, young boys and 
gi rls are especialty suited :for this jGb. 

The raiding party condu~ing the operation can benefi.t from Ùte 
black·out. Anyone still on the street after curfew is automatically 
considered an enemy. The raiding parly will wear shoes wilh rubber 
soles, durk clothes und will hJ.acken ·face and hands. 

By virtue of the fact that the population has to stay inside after 
curfew, you may use your weapons more ruthlessly than during the 
day since no innocent people will be on the streets. 

During the day, the raiding party will best be londcd onto o 
covered .truck and will thcn drive directly in front of the target. 
When the raiding party detrucks, this will nulomatically s ignal for 
lire support clements to open fi re from their prcpared positions. 

Possible methods of sealing of routes of access to target aren: 
Resistance members pose as street cleaners. "Street clcuncrs" 

can be used in an excellent manner as security guards; ûtey will 
hide submachine guns and hand grenades in their carts; or else 
you can use "mcchanics~' carrying their weapons in their tool boxes. 

Block roules o f ncccss by simulating a traffic accident. The 
driver involvcd can e cape in the con fusion crcatcd in this manner. 
The "accident," which will take place when the raiding party has 
opened firc, will prevent police from arriving loo soon. The driver, 
should he be apprchended, can expla in Ùlat he was scared and thus 
causcd the accident. 

Phase Titree : fP itluirawal 

Plans will have .to include proviSIOns for withdrawal after a 
successful operation or discon.tinuation of operation if the target 
cannot be reached. Conccalcd personnel with submachine guns, mines 
and prcpared rond blocks will be used to keep routes of wiù1drnwal 
open. Jt may be necessary to disappcar in the sewer system and wait 
until the search operati on, which may go on for several days, has 
becn discontinued. 

Methods of covering withdrawal : 
Ir you use rnotor vehicles you must install armor in buck of 

the driver's scat lo prevent the driver from being hit by bullets from 
pursuing vchicles. Since only light weapons, i.e., pistols, submachine 
gwas and perhaps uutomatic rifles, a nd no armor piercing bullets 
wi ll be used, a steel plate about 10 millimeters tl1ick will suffice. In-
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st.u ll severa! sand bags or perhaps an additional low steel plate 10 
millimetcrs ·lhick and 50 to 60 centimeters high at the rear end of 
the truck to ('TOtect personnel lying on the floor. P ursuing elements 
cnn be discouraged with hand grenades and submachine guns. 

You rnay establish road blocks along the planned routes of 
approuch. Mcmbers of the resistance movement on rond blocks, may 
use a variety of methods to stop your pursucrs. 

Raid conduct.:d by party ot tho rcslatanco 
~novomont. 

Targol 

. .... 
:~~: ....... •' Scwcr s~lom 

1, F1rc support prcvldcd by sn lpcrs on roofs who 
hove taken up ooslt 1on deys or wocks bcforc 
by rontlng room bullt undcr roof. 

2. Llgh t machine gun cr submach1nc gun soc. 
t ien provldlng f,rc support from rcntod ooort­
mcnl, con at the seme t imo soal oft sccon­
dary route~ of accoJS wllh hand grenades 
and kccp road block undcr lire. 

J , Road b lock con bo croatod by slmulot,ng re­
pai r Job such as Jnatalllng a slgn f or a shop 
or performlng seme orhor mundano ,ob. 

~ . Actuel roldlng oorty w'll be inflllrated singly 
lnto aueulr positions er may boldly drive up 
ln f ront of the target ln a covored truck. 

S. Road b lack by slmula ted traille occident. 
6, Routes of rclreat, dclorm'n"d by prier rcccn­

nalssancc for each Individuel sect ion, wil l 
lcad ollhor through housos and backyord:l 
and by uslng the scwage system or by vc­
h lclc , 
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Af.ter you have passed they can string a steel cable across the 
street, ·push a Cal't in the ronel, or open lire and then elisappear. Mines, 
la id and camoullaged the day before, can he activa ted. 

Trees can be elropped across the ronel. Blast a trec across the 
street. 

ln ordcr for personnel manning these rond blocks to be able 
to recognize your vehicle at night from those of the enemy, you must 
agree upon a sign, i.e., a .red flashlight shining from the driver's scat, 
etc . ...... ,..,., 

... , . , hcoyY •~ at-~uno ana a.ttot 

.., o ntiQhborlng cournrv 10 tN 

.outtl , I)OrHon• of '"- O.feote<l 

~~fc!O:~~~V:: :,=:m 
or.o Thl!lr occUPQUon rrooo• 
loin IN 04I"MMtOI wUN;Jrowol, 
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Booby ·trnpping the rond block will cause the enemy tosses, 
assurning he can stop in time to clear the obstacle. He will sulfer 
more casu.alties from booby trnps thun usual since being in hot 
pursuit and wanting to clenr the street quickly he will be careless. 

19. The Lost Phase of Resistance: General Uprising. 

The revoit of the Maquis in France (especially Paris) with 
the approach of the allies and of the Polish underground forces led 
by General Bc>r in Warsaw are good historical examples of a mass 
uprising. 

A general uprising speeds up the collapse of the enemy. 
Success depends upon the selection of the right time. If you 

initi.ate •the a.ttack ·too soon, the uprising will fail. If you act too 
lute you will miss your chance. 

The moment for gener.al uprising arrives when the enemy bas 
becn put on the defensive by events far away. Your efforts will be 
assisted by the approaching allied armies who may p rovide assistance, 
by .the enemy sending sorne occupation units elsewhere or by his 
voluntarily withdrawing from your aren. 

ln addition to advantages of a purely technical nature, auch 
as preventing large seule destructi on, dismantling of industry, 
etc., open uprisings will provide you with other advantages which 
should not be underestimated. For instance, your position in regards 
to the world political situation and likelihood of maintaining the 
sovereignty of your country will be much better after the war if 
you are able to reconquer large pouions of your country yoursclf, 
rather .than waiting passively for liberation and salvation by foreign 
countnes. 

With a little luck you may be able to get by with indirect help 
during the liberation campaign such as air support, supply of weapons 
and ·ammunilion, etc., proviàed by allicd armies and thus you may 
not need the help of thcir ground forces. This way you can nlso 
prevent your country from being occupied agnin even though by 
friendly forces. Past experience shows that even " allies" and "liber­
ators" cannot be rernoved so. easily . .At least, it's harder to gel them 
to leave than to enter. 

And fmally, nt the end of the war, you will immediately have 
your own army agnin, even though primi.tive, whi.ch will form the 
basis for a new, better force. 

During the phase of the "open uprising" the civilian resistance 
movement will serve as the stationary, local troops of the towns espe-

crally lor key ·tral11c rnstallations, whereas the guerrilla units will 
serve as the mobile fighting forces. 

The idea is to block the encmy's internai routes of communica­
tion and route of withrl rawal by open insurrection of the popula­
tion and lo smash the enemy retreating in the intermediate arca or 
gctting ready to free the blocked communication routes with the 
mobile guen ·illa units. 

lt is obvious, o[ course, that maximum use hus to be made of 
the terra in. Concentrate uprisings in J.arge towns and cines which 
will be di fficult for the enemy to supJ>ress. Mobile guerr:i lla -forces 
in the intermediate aren will attnck at favorable terrain features auch 
as ravines, so thaL the enemy will be unable to utilize his s uperior 
force or nt least not be able to commit them al the same time. Mobile 
units should conduct altacks in at !east' batallion strength. 

Even though :fighting in unfavorablc terrain, the enerny must 
be undcr attack from two s idcs. For instance, if he is nttcmpting to 
suppress an insurrection in a city, gucrrilla units should attack his 
flunks or rear. 

Tactics of uprising 

a. Preparations : 
Procure a lot of city mups for yourself and your subordinate 

leaders. During city fighting they play the same rote as maps for 
operations in the open terrain. 

At important tacticnl places you must lease aparlmc:nts, shops 
o r even houses where you can tnke up position long beforehand, 
i .e., at bridges, intersections, train stations, telephone offices, exit 
routes, etc. 

Make a reconnaissance of church steeples and high bouses which 
can be used us observation posts. Prepare and oamoullage them. For 
instance, install telephone !ines which will only require connecting 
during the hour of decision. 

At important locations you can prepare cellar windows, etc. , 
as machine gun and anti-tank ptJsitions and camouflage them. For 
instance, install weapons racks nt appropriate height to support 
weapons. Obtnin sand bugs Lo stabilize tripods or .bipods or to rein­
force walls. At the Just moment ali you have to do is place the weapons 
in position. 

ln tlùs manner you already have sorne trumps in your hanàs 
when the uprising breaks out. 

b. Occupation o f town: 
Similar procedures will be used as mentioned in the chapter on 



·· tach es o t t7uerrilla Units." However , here the difference is that 
the participants in this case are members of " fightin"" groups" of 
the civilian resistance movement and not o f the "uerrllla units. ln 
addition, depots, munition and arms factories wiÜ also have to be 
occupied. 

c. Defense of towns: 
You must primnrily anticipate counter-nttacks by tanks. The 

mobile reserve units of the occupation forces consist mosùy of 
mechanizcd police regiments with a ttached . tank elements. 

Seal off communications within the town. The enemy will thus · 
be able to make use of his superior means--artillery, tanks, planes­
only on a restricted scale. 

Y our forces will be such-even with complete assistance of the 
entire population- thot you will be unable to occupy ali buildings. 
Militarily speaking this is not necessar y. Establish strong points at 
the most important traffic junctions, bridges, train stations, inter­
section of main routes, etc. The arca in between the individual strong 
po.ints will be patrolled by combat patrols. 

Conduct large-scale reconnaissance ail over town at ali times by 
u~ing the civilian population-especially women, young boys and 
s •rls. As a result, you will never bo surprised by the enemy. 

Form a main reserve unit n'nd motorize it with trucks, capturcd 
armored personnel carriers. 

Dist ribution of forces available: 
Personnel (armed fighters); y.; at strong points, ~ in raiding 

parties, Y2 in main reserve. 

Amrnunition aruJ weapons: 
1. At strong points : 
Concentrate ali machine guns, snipers, Molotov cocktails, ex­

plosives and mines for anti -tank defense, approximately 1 15 of 
ammunition available, .approximately 1/5 of hand grenades on ·band. 

2. Raiding parties: 
They should posscss the majority of submachine guns and anti­

tank weapons, approximately 1/ 5 of ammunition .avnilable, npproxi­
m.ately 3/5 of hand grenades available, and nil anti-tank or rifle 
grenades. 

3. Main reserve: 
Main reserve should have ali cnptured AP carriers and tanks, 

ali light machine guns and rocket la unchers, npproximately 3/5 of 
ammunition available, and approximately 1/5 of hand gre~ades 
avnilahle. 
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If the enerny bypnsses these st:rong points and reroutes lraffic 
via seconda ry streets through a town, act as follows : 

lnstall ind ividual, weil camouflnged snipers on roofs, top floors 
and rooms located up high. PractioaUy invisible and out o f reach, 
they can disturb the rerouted enemy traffic with well-aimed :fire. 

Conduct reconna issances wi.th .the nid o·f the population. lnfil­
trate through these gaps with raiding pal'ties to get to the bypasses. 

Consolidat.ion of strong points : 

Use the population to help you. Y our grentest trump is the m.ass 
utiliz.ation of desperate human masses to give the last they hav~. 
With their help you will be able to convert your strong points into 
fortrcsses in a period of hours rather tban days. 

Work plans, lists of mnterial, ordeT of priodty for various 
projects .and supervisory personnel for the work forces have to he 
determincd clown to the smallest deta il prior to the uprising. 

The m.asses of people not belonging to the active fighting groups 
of the resistance movement must lill sand bags. They can use jute 
bags and fill them with dirt, sand, etc. 

lnstall wire meshing in basement and first-floor windows of 
houses to be used as strong points against ha nd g renades. 

{

- l to"t<o< Anli-lonk 
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lntomol orgonlzatlo• of ontl-tonk obJtocl• wlthln the 
lh'ong point. 

Hcavy truck 
wlth winch Turn ovcr and tow 

strcctcars ro location 
for roadblocks. 

1. Personnel wlth hand grenades and submachlne guns de· 
fond anl'i-tank obsra clo and anti-personnel obstacle 
ogainst cnomy lank-mountcd lnfantry a nd cnglnoor 
personnel. 

2. Personnel lhrow Molotov cocktails and pcrhaps antl­
tank gunncrs f lght tanks and assault guns should they 
bocamo "bold" and "carolcss" onough lo drive up lo 
the obstacle. 

3. Snlpcrs watch ovor surrounding roofs and hou!le walls. 

4. Antl-lank claso combet section . 
Ant l-tank obsta cle consisting of stroorcors turned over 
or vchlcles rammod lnto cach athcr will bo crccted 
behlnd a comor of o houso ln such a woy sa thot Il 
1~ out of range of tank guns from a long d istance; rhus, 
tho cnomy will be forccd to rcmovo tho obstacle usino 
lnfant ry personnel whcthcr ho wants ta or nat. 
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Ereot anti-tank obstacles utilizing street cars, heavy vehicles, 
cement pipes, pneumatic drills, bulldozers. Requisition cranes from 
construction companies to tear up the pavement and build up piles 
of rubble. 

Erect anti-personnel obstacles made out of fences and barbed 
wire. Material can be obtainoo from construction companies and 
stores. 

Stock ammuniLion and food supplies at the strong points. 
Fill Molotov cocktails. 

Internd organizaûon of strong points: 
Each strong point will consist of 'two or threc buildings together. 
Only occupy buildings of solid construction such as schools, 

administration buildings, {actories, etc. Avoid modern brick build­
ings. Reinforced steel structures or older bouses (author refera to 
stone bouses common in Switzerland) best withstand the fire from 
tank guns. 

The various buildings composing the strong points must be able 
to g ive each other fire support and together control an important 
point such as bridges, road intersection, or square. 

The .t·ank obstacle must be installed in such a manner so as to 
be able to be covered by the entire. strong point organization. 

Y our .field of fire must be such tbat at Jeast two sides of each 
occupied building can be covercd by fire from the neighboring 
ho use. 

A smnll reserve force of four to five men belongs in each strong 
point. 

20. F.ighting Tcclmi(IUCS Utilized by the Superior Enemy 
Wlaile Surpressing Uprisinga. 

Entering town.s in the area of the uprising 
The en emy will select primarily the early morning hours between 

0200 and 0400 hours. The last " night revellers" will then have gone 
to bcd oa nd those who have to go to the carly shih have not yet got 
up. Towns and villages are thus surprised "in bed" so to speak. 

If for any rcason at aH the morning hours cannot be taken ad­
vantage of, for instance, transportntion difficulties, he will select 
the late forenoon hours (1000-1100) when the masses are at work. 

While he is entering, the civilian telephone system will be dis­
rupted to prevent you 'from reporting his strength, organization and 
direction of ad,·ance via the civilian net to your underground move­
ment. 

] !)il. 

Siege-Martial law 
Immediately after entry into the arca of unrest the enemy will 

declare martial law. You nlso must know something about this so 
as not to be surprised and impressed too much. 

n. Taking over comma nd: 
A military command will take over in place of the civilian occu­

pation administration or the "puppet administration" und will insti­
tute the following: 

b. lndividual mensures: 
Restaurants and clubs will be fo rced to close beiore dusk. 
Curfew at night. ln his own interest the enemy hus to issue 

"pusses" valid for the curfew hours to doctors as wen as employees 
most needed in public inst<tllations such as gas works, power works, 
water supply, hospitals, etc. By elever falsifications y ou may be able 
to get a hold of such passes and thus be able to circulnte more or Jess 
freely ·us a member of the resistance movement. Here is a wide-open 
field for the activities of the counterfeit section. 

Congreg:ations of more Lhan ten pcrsons will be prohibited. Clubs 
and ·associations will be prohibited. Court-martials and quick trials 
will be initiated. lt will be unnounced publicaUy that anyone appre­
hended with n weapon will be shot on the spot. 

Ali bouse owners und janitors are responsible that house doors, 
cellar and attic doors ·are closoo at ali times. Strangers may only 
enter alter a check. The house owner or janitor will be joinùy re­
sponsible for nny hostile acts committed by these strangers against 
the occupation forces from their bouse (basic rule : each is to watch 
and shadow the other out of fcar and self-preservation). 

Ali shutters and 'blinqs facing the street must be open. However, 
ali windows must be closed. Patrols will .fire into open windows with­
out any warning. 

c. Proclamation of siege: 
A state of siege will be adver.tised by posters, loudspenkers, 

trucks, radios und leaflets dropped from planes. 

Reconn.ai.uance prior to the altack 
The occupation forces will conduct a reconnaissance prior to 

clcaning up an arca of unrest or puuing down an uprising. This 
reconnaissance will not only conoern the military sector but the 
political as weil. 

You must fight this coemy reconnaissance. Howevèr, your mis­
sion will be made more difficult by the Iact thal enemy reconnaissance 
elements will work primarily in civilian clothes. They will be com-
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posed of members of the political police (State Security Service), 
offi cers of the occupation army, followers -and collaborators. 

The enemy will, of course, not work in patrols but will work for 
the most part alone. 

The reconnaissance is to clear the following points: 
a. P olitical s ituation: 
What sympathies, what support and what practioal cooperation 

do ·the active insurgents have among the masses o[ the population? 
What is the attitude of thcir own civilian government, i.e., 

puppet administration, composed of 'former members of the Fifth 
Column? Is it S'till "firm" or hus it reached the opinion th at the 
"moment" has come " to change s ides"? 

b. Mi li tary s ituation : 
Evalualc the number of weapons <and amount of ammunition 

avnilable Lo the insurgents. Determine if they have heavy infnntry 
weapons such as machine guns and mortars, and anti-tank wenpons 
such as mines, rocket launchers, and AT rifles. 

Do they make a good and cohesive impression or is their organi­
zation loose a nd improviscd? Are they cl everly led nccording to 
military principles which would indicate thot they have former 
officers and NCO's leading them or do they act like amateurs? 

Do they build obstacles? Do they occupy positions? Are thore 
good ronds of access for entering the town ? Whut is a rough estimate 
(border linos) of arca of unrest? 

At least find out roughly in what part of the city the head­
quart.ers of the uprising is located. 

Y ou will sec at once from the ubove thot the reconnaissance of 
the politicul situation almost takes precedence over the rnilitary 
sector; ·at !east it r.anks equally important. Consequent! y, the enemy 
reconnaissance clements should be able ·to j udge humun beings and 
present malter-of.fact opinions in their delicate missions. Sincc they 
arc party funatics, however, they will see cverything in a different 
light. The .nbility to make critical judgments is mostly lacking in 
them since they wcre cducatcd <nccording to a strict doctrine. As a 
result, reconnaissance results will at )east Jack something in the 
political sector which is of ndvantage to you, i.e., poor estimate of 
s ituation by enemy leaders. 

Along with the reconna issance the enemy will ·attempt to secure 
plans or maps of the city. Thesc wilJ render the enemy good services 
during city fights due to his Jack of knowledge of the aren and he 
will -uttempt to procure these in qunntities. Y ou must remove them. 
A systematic collection of thcse plans is one of .the fust missions of 
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a carerul prepara tion for an uprising. By means of specially d~ig­
nated sections you will have these plans rernoved from the foUowmg 
places: city planning office (surface und subsurface constructions), 
book stores, slationery stores, and ollicial map sales stores. . 

The securing of plans on the sewage system olso is p<art of thts 
operation. (Sec also booklct entided " Fighting Techniques," Vol. Il, 
page 32-35, with illustrations and directives on the fig ht in the sewag: 
system, published by the Central Secret:ariat o[ the Swiss NCO Assoct­
ation, Biel ). 

Bascd upon the results of the reconnaissance, the occupation 
forces will establish a plan (operations plan). lt basically has two 
possibilities : 

Planned, rather 
entry . 

This is to serve to cause people 
to come to their senses. Mostly 
used during rather advanced un· 
rests. Will give you time for 
counter-rneasures. 

Will !cave you no timc f<>r 
counter-measuTcs. Mostly used 
during weak uprisings. Occupa· 
tion forces must improvise and 
r isk the danger of repercussions. 

The encmy will commit as large a troop contingent as possible 
so as not to sufler any defeat for such an event would greatly enhance 
the insurgent movernent und drive many undecidcd and careful 
persons into the arf!ls of the active fighters. 

Sealing off afl area of urr re.st by the occupation forces 

a. General 
Armored und mechunized troops encircle the city by closing 

off the main arterial ronds, in order to preven•t an escape of the 
insurgents, and to prevent help and supplies from reaching the in­
surgents from the oulside. 

lndividual armored ruiding groups willattack a long main routes 
in the direction of the center of the city in order to occupy individual, 
important points and split up the insu.rgents into severa], separate 
fighting groups. . . . 

Most of the enemy infantry will comb the vanous City scellons, 
blocks and buildings slowly und systemulically. 

A motorized main reserve will be kepl ready outside the town 
in order to counter attempts to break out, relieve lired units, replace 
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losses, reinforce, H necessa ry, the spearhead units, and to elirninate 
Inter especially tenaciously defended pockets of resistance. Coordina­
tion and direction of the operation will be facilitated by radio, 
helicopter and light planes. 

b. Detailed o rganizntion 
The occupation powers will organize basically their units as 

Iollows : "forces to seal off"; outer perimeter ; inner perimeter ; and 
" mopping-up forces." 

Ail forces ( milita ry, party militia, regular police forces, State 
Security Service) are placed onder one command. 

Chief of entire operation. 
High militury commander, per­
haps police general of State 
Securily Service, NKVD. 

Chief of perimeter organization 
Military Party militia 

Police 

lf the commanding officer is 
from the military, then he will 
be a party " foll ower"' who is 
nbsolutely truc to the party l.ine. 

Chief of mopping-up operation. 
Military State Security 

Service 

" Outer Perimeter force": Will prevent unautho rized traffic in the 
arca of the uprising ( rerouting traffic) . Will prolect 
mopping-up forces against operations from the outside, 
i.e., attack:s from guerrilla units supporting the insurgents. 
Main element of the outer sealing-ofl force is the party 
militia supported by individual policemen who regulate 
traffic ,and "screen" persons und vehicles pussing through. 
lndividu'al tanks und infuntry elements of the occupation 
power serve as a buttlc-ready back-up force. The "outer 
seul-off force" only blocks main routes of access at the 
periphery of the arca of upr ising. T his is a tight little 
net which can be easily bypassed by using secondary 
ronds. 

" lnner Peri meler force" : Will prevent escape of insurgents. Thus is as 
tight and close as possible. Main tactical element is the 
infantry. Areas with wide field of fire (parles, can als, 
large streets, open squares) are seleotcd to save on per­
sonnel for the sealing-off operation since combing the 
area thoroughly requires many personnel. 
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"Mopping-up forces": Raiding elements-infoantry and individual 
nrmored personnel carriers--will knock out pockets of 
res istance. Fire support elements will .assist the advance 
of the raiding elements, i.e., self-propelled guns, tanks, 
mortars, machine guns. Search delachments will consist 
of infantry, as weil as specialists of the Stute Security 
Service. Reserves will support the attack as well as guard 
and transport prisoners. 

The enemy assembly area 
The enemy likes to use open, easily controllable ureas (RR 

marshalling yards, larger inconnecling parks, etc.} as assembly areas. 
He will be able to do this sincc you do not possess any heavy weapons 
(artillery, planes, mortars} to smash known assernbly areas and troop 
concentrations. Assembly in open and easily controlled arca will 
moke it casier for the encmy to assemble and organize his units, brief 
subordinale unit commanders on the terrain and position heavy 
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support weapons (guns, mortars) which in spite of "high-angle fue" 
will not be able to be effective from narrow streets. 

Thus remember: Large open areas near your defensive front 
are dangerous. As long as you &till have freedom of movement you 
must position yourself in such a manner that such areas (parks, 
open spaces, railroad traclœ) ·are to your rear. Where you have 
been un-able to do this your few mor.tars must be able to concentrate 
on these points. 
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Point of penetration on eru:m.y ..._ 

The t·actical rule in city fighting is to select the point of penetra­
tion in such a way so .that the depth of the area to be penetrated is 
as short as possible. 

Y ou must continually enter on y our situation map any reports 
about newly installed enemy sealing-off posta. AB time goes on you 
will obtain a pretty good picture of .the developmeot of the inner 
perimeter. Y ou can now easily see where· the .arca occupied by y ou 
shows the smallest depth. Y ou must assume rather safely that the 
enemy will auack at this point. Mnke your preparations -accordingly 
by increasing observation at this point,. relocating reserves, etc. 

Advance in stree~ 

The enemy will normally use a reinforced company for each 
main street. 

Two platoons will probably advance together next to each other; 
one on the street itself, the other via gardens and backyards. The 
enemy will select that side of the street which offers the best cover. 
The third platoon follows as reserve, sealing off and searching the 
aren. 

On the main street, one squad will advance in file to the left 
and rigbt along the bouses. One squad will follow as reserve on 
the side which provides the most cover. One or two tanks or assault 
guns will advance with the in~antry to provide 1ire support. 

At !east one squad of tho reserve platoon will be committ.ed on 
both sides to search the bouses passed by the lead platoon to prevent 
a fl.are·up of the fight in the rear. !ndividual officiais of the State 
Security Service are also assigned to the reserve platoon as specialists. 
Since a search of bouses requires more time than the advance -,{ the 
lead element, the reserve ·platoon will dictate the speed of advance. 
When the lead element engages in a fire fight, personnel further back 
in the column will step •behind and into bouses to prevent loeses. 

The advance will hait at eacb street intersecting the direction of 
ad vance and the unit will regroup. Y ou can see by the above that 
the adv.ance of the enemy will .be very difficult and, above ali, time­
consuming. 

Eliminati.ng barricades 
The enemy will attempt to destroy b.arricades from a gycat 

distance by using his superior heavy weapons, i.e., tanks, assault 
guns, direct artillery fi.re. 
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Where you have so installed your barricades in such a manner 
to prevent this, the enemy will never auack the barricade frontally 
but advance to the left and right through the bouses with infantry 
( raiding parties). The barricade will theo (.a}] almost hy itseli. 

Clearing large buildings by tlu: occupation forces 
The entire aren concerned will be surrounded. Routes of access 

will be closed off by barbed wire (concertina wire) and soldiers with 
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submachine guns. Tanks will drive up and guard the buildings con­
cerned with machine gun .and canon. Automutic weupons will be 
positioned in and on the neighboring buildings to control the roofs 
of the target area. _ .. ___ _ 

= ~~--~---L~-~ 

An assault party, i.e., elements of the State Security Service, 
penetrntes into the buildings, senrches and clenns them out systemnti­
cally. Suspicious persons and prisoners will be tnken awuy immedi­
ntely. Trucks and offioials of the Stnte Security Service will be kept 
ready for the transportation of prisoners. A reserve element will 
wa il under cover in order to handle nrrested persons or reinforce 
the nssault element. Loudspeakers will broadcast announcements and 
appeals to the "enemy." Searchlights will be positiioned to assist 
the operation at night, if necessary. 
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Clearing an open area by the enemy 

To disperse mass demonstrations of the desper.ate population in 
front o·f government buildings, party and administration seats, monu­
ments, etc., the enemy will do the following: 

1. Tonk.e tnDW 
'-<lino 
lino, 

,,~ 

'"""' l , lteor ~~KUtlty 
oft~ 

A ·~ ..curlty, 

Cloootoe---

'lN ef'Min1V CIOMI off 
, ,,_.,. to QrONçt .,,, ,_, 

..., ... _ .... _ 
t frwfl. IN-; will .,...._..,..IV 
cto.d ou by -.._,.., ..... 
..,,,.. and ouordl 
to Pf'Ot«1 ,_., ·-· Atl., the .qucn heM 

::r~~r;mr· 
tOMe cNM<wtU cJioM't t1w 
lltrMt1 or out..,. onet 
then etoN rn.m off to 
p.wwn,t the cto.ct f tom 
ro~umtno. 

n... •kJt or the __. 
Wfththeleo.f nt,j~ 
of .,,.. .. t.c.Yino anto 
lt lt tt. tAot or attoc.'-

The troops of the occupation power will want the assembled 
crowd to leave as quickly and unhindered as possible. 

Consequent! y they will: 
.a. Give orders through loudspeaker trucks to have the doors 

of the surrounding bouses open, but to close the windows facing the 
square, thus allowing a considerable portion of the crowd to disperse 
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into .the bouses but at the same time make it difficult for the escapees 
to lire from closed windows upon troops and police. 

b. Keep many streets open on purpose to provide the crowds 
with avenues of escape. 

c. Clear the square from only one side, select ing that side from 
which the )east streets lead into the square. 

l n order to clear the square, the enemy will use primarily tanks, 
atmored personnel carriers or at least trucks. They will advance 
slowly in one line at consistent pace-often w.ith one Hank slightly 
.ahead which faciHtates observation- and thus push back the crowd. 

lnfantry will be mounted on the vehicles to prevent the crowd 
from tearing down antennas, .tools, flags, etc., from the vehicles or 
throw Molotov cocktails at them. 

Behind the tanks follow reserve elements at sorne distance with 
trucks. They have the mission: 

To close off immediately side streets passed by the tankS with 
movable wire obstacles and guards to prevent portions of the crowd 
from returning and uttacking the rear of the clearing elements. 

To take charge of persons arrested and transport them to the 
rear in trucks. 

Occupation of a city after uprisings are suppressed 
After entry and clearing operations are completed, "restricted 

areas" will be established which will support .the occupation troops. 
ln these arens the occupation troops will be strictly separated from 
the population. This way the troops can be protected und removed 
from the political influence of the population. 

Areas adj acent to "restricted areas" will be patrolled by infantry 
and tanks. lnfantry patrols will hide in armored personnel carriers, 
if possible, or at !east on trucks carrying machine guns . 

Strong points will be established in the adjacent areas to support 
the putrols. They will be few in number so as not to disperse forces, 
but will be able to withstand attack. 

They arc alwuys instnllcd .in solid buildings which can be easily 
defended. Often they will be situatcd in places which have to be 
guarded anyhow, i.e., power companies, arsenals, bridges, etc. 

Patrols will be led by officers. Only within the immediate vicinity 
of the restricted arca (severa! hundred meters ) are these patrols of 
squad strength. Otherwise, they will consist at lenst of one platoon 
with machine gun mounted on a truck . 

Officers lending the patrols are usually the best the enemy has 
to ofTer (rend: " the most ruthless" and " trigger happy") . 
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Officers are above aUto prevent any contact between the popula· 
lion and the soldiers and to make sure that the latter are not disarmed 
by the population. They will not refrain from firing even in the 
presence of women and children. 

Patrols are e5pecially dangerous since they will open fire quick­
ly out of fear ; at any rate, sooner th an a large closed unit. The 
smaller a patrol and the far ther away from the restricted arca, the 
sooner it will make use of its weapons. 
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lndividunl guards along the periphery of the "restricted area" 
will be replaced as soon as possible by barbed wire entanglements. 
This will conserve personnel and will be even more effective. 

lndividual guards ore always positioned at !east 30 mcters be­
hind the barbed wire entanglemenl lo prevent them from talking to 
the population . H they have to yell to speak with the people they 
will soon stop. Even more so s ince comrodes and superiors may be 
able to listen to what is being said. As a resuJ.t guards are automati· 
cally removed from the political influence and distraction of the 
pO)>ulation. Thus the ideological gap is once more guarantecd. 

l 6f\ 

Normally a sign will warn against trespassing beyood the barbed 
wire entanglement. Anyone attempting to cross the line will be fired 
upon ruthlessly and without warning. 

Di.sarmamenl 
A certain eut-off date will be set for turning over weapons, 

ammunition, explosives, and hand grenades; until theo people are 
assured of not being punished if they turn ovcr these weapons. This 
guarantce will be adhered to at !east in the beginning so as not lo 
frighten aoyone away. 

Should you be so trusting and turn ovcr your weapons you will 
be put on a "black list" in spite of everything. The enemy will always 
need hostagcs or forced laborers .Inter on (read : " work slaves") and 
will gladly make use of the "black list&." Y ou see once ag ain th.at 
you cannot escape his net and had better die fighting. 

After the deadline, raids coupled with bouse searches and street 
checks w;i l! ~c: tX)nducted. 
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During a street check, certain streets are closed off oU of a 
sudden a nd pedestrians ore searched for weapons. Vehicles and con­
tents are seorched. 

Thore ore many ways to dispose of incriminating material when 
caught in a street check. If you carry a pistol, explosives, hand 
grenade, underground newspaper, or leaflets on your person, you 
must act quickly. During the first few minutes after the street bas 
oeen blocked off, general confusion will reign ; y ou must take ad­
vantage of this. About ten minutes Inter, the enemy will begin to 
collect a li pedestrians "caught in the net" an~ line them up in a 
formation (rows, columns of two) to be able to guard them better. 
Once part of the formation, you will hardly be able to dispose of 
the incriminoting materinl. Y our task will be even more complicated 
since the enemy has previously sent in agents and informera of the 
State Security Service into the orea who allowed thernselves to be 
caught as "hurmless pedestrians" .and who now discreetly watch the 
crowd. 

1f you carry the material in a briefcase, a smoll suitcose or in 
a loo! box put il down on the ground as if you were too !azy to 
carry it any longer. Stand next to it fighting boredom for a while 
·and then attempt to wulk uway as if you forgot it. If you are ac­
companied by a friend he can help you by creating a diversion. For 
instance he can look excitedly at a roof, then point at it and caU out: 
"There! Someone is doing gymnastics up thore ! Now he is gone!" 
ln the confusi.on you will move away from the case in order " to be 
able to see better." 

Smaller objecta such as pistoia, band grenades, bundles of leaf­
lets, single newspapers, can be dispoS<.>d of in the following :nanner. 
Sit down ·on the curb near the holc. Severa] friends muy be able to 
stand around you to g·ive you cover and attempt to direct the atten· 
tion of others elsewhere. Slide the incriminating objecl into the 
sewer. 

A garden fence is a lso very good. Lean against it as if bored. 
Pull out a pack·age of cigarettes and light one. Put the lighter into 
the oog in which you have the material. When you remove your 
band withdraw the object at the sorne time, hold your bands behind 
your bnck and let it sJide into the garden through the fence. Even 
here friends may be able to help you by providing cover. 

Attempt Inter on to recover the object thrown awa~pecially 
in the case of weapons. Let at least three days go by. The enemy may 
have rigged a trap. 

If you are an innocent bystander and notice that people are 
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trying to bide objecta, it is your duty to help them as much Wl you 
can by ignoring their actions, or by contributing in attempts l~ 
distract attention from them. 

Search of a block of houses 
On the evening before or during the night, a scout in civilian 

clothes (official of the State Security Service, rnilitary, etc.) will 
conduct a reconna.issance to determine good routes of appmach, 
roadblocks needed, number of personnel required. 

Approach, encirclement and blocking off the aren will be donc 
at dawn. The enemy will conduct this operation as quickly as possible 
to prevent you from taking counter measures such as organizing 
resistance, ltiding out, escaping, etc. 
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The house search Lesins at daylight before people go to work 
(earl y shi ft) . 

Whenèver possible, movable barriers (concertino wire) will be 
used to conserve personnel. The barrier is to pievent a coming and 
going of persona froin one aide to the other. At the same time the 
enemy provides security for his search elements by using barriers. 

Buildings standing alone (villas, etc.) do not off er any particular 
difficulties. Row houses, however, are more complicated. Here he 
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hus at the same time to close off severa} buildings on both sides of 
the "target." 

Norrnally, un infantry squad of ten to twelve men will be ac­
companied by one or two memhers of the State Securily Service. Two 
sentries will be stalioned irnmediately in the attic to provent escapes 
via roofs. One guard will be posted in the stairwell on each floor ; 
he will watch the doors. Three men will be on the bot.tom floor. One 
each will guard the front and" rear house entrance, while the third 
man will guard the entrance to the basoment. \ 

" Mcmber of occupation troops. 

ci Official of Stoto Socurlty Service. 

6 lnhobltonts. 
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As a rule, ali inhabitants will be herded toget.her in a place 
which can be easily guarded (yard, corner of wall) . The owner or 
jnnitor must indicate if ail are present, who is missing and who does 
not belong among the inhubitants. 

Then the inhabit.anls are called up individually when it is their 
turn to have thoir apartments searched. Doors which cannot be 
opened will be broken open. The syslematic search requires a lot 
of time. ln this case the spccialists of the State Securîly Service will 
render good services in various respects. 
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The presence alone of the huted and feared organ of the politi­
cal police will have a paralyzing ànd intimidating effect upon the 
inhabitants. 

The individual soldier, on the inside entirely disinterested in 
the whole operation, is forccd to great.est activity and harshness by 
the presence of the representatives of the regime if he does not want 
to run the risk of being considered politically unreliable. 

The following will be soarched care{ully: small water tanks of 
the various types oi toilets, closets, suitcases, boxes, stoves, stove 
pipes (suitable weapons cache), chimneys (hiding places for per­
sans), beda, etc. In addition, they will check the floors to see if they 
have been tampered with. 

Heaps of rubhle, waste, wood or coal piles in basements and 
yards will be probed . 

Closing Remarks 

If two enemies fight each other to the last- and this is always 
the case when an ideology is involved (religion is part of it) ­
guerrilla warfare and civilian resistance will inevitably break out in 
the final phase. 

The military expert who undervalues or even disrcgards guerrilla 
warfure mukes u mistakc since he does nottake into consideration the 
strength of the heart. 

The lust, a nd admittcdly, most cruel baule will be fought by 
civilians. lt will be conducted under the fear of deportation, of execu­
tion, and concentration camps. 

Wc must and will win this baule s ince each Swiss male and 
female in particular believe in the inncrmost part of their heart&-­
even if they are too shy and sober in cveryday !ife to admit or 
even to speak about it'-În the old and yct very up-to-date saying: 

" Death rather than slavery!" 
Bern , March 17, 1958 The Author 
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